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EXECUTIVE SUMMARY

In collaboration with the World Bank (WB), the Global Cyben@gCapacity Centre (GCSCC,

or ‘the Centre’) undertook a review of the mat
Herzegovina at the invitation of the Ministry of Communications and Transport. The objective

of this review was to enable the Governmeo gain an understanding of its cybersecurity

capacit n order to develop the count rstyategicallgat i on al
prioritise investment in cybersecurigapacities.

Over the period 2325 October 2018, the following stakeholders participated in roundtable
consultations: academia, criminal justice, law enforcement, defence community, information
technology officers and representatives from puld@ctor entities, critialinfrastructure
owners, policy makers, informatietechnology officers from the private sector (including
financial institutions), telecommunications companies, the banking sector as well as
international partners.

The consultations took place using tlikent r e’ s Cybersecurity Capac
(CMM), which defines fivdimension®f cybersecurity capacity:

Cybersecurity Policy and Strategy

Cyber Culture and Society

Cybersecurity Education, Training and Skills
Legal and Regulatory Frameworks
Standads, Organisations, and Technologies

=A =4 =4 4 4

Each dimension comprisdactors which describe what it means to possess cybersecurity
capacity. Factorpresent a numbeof aspectavhich group together relatethdicators which
describe steps and actions that, ongbserved, define the st of maturity of that aspect.
There are five stages of maturity, ranging from #tart-up stage to thedynamicstage. The
start-up stage implies an adoc approach to capacity, whereas the dynamic stage represents
a strategic appach and the ability to adapt dynamically or to change in response to
environmental considerations. For more details on the definitions, please consult the CMM
document!

Figure 1 below provides an overall representation of theecgbcurity capacity iBoshia and

Herzegovinaand illustrates the maturity estimates in each dimension. Each dimension

represents one fifth of the graphic, with the five stages of maturity for each factor extending
outwards from the ceunpt'rei soofcttlohsee sgernatprhei ca;n d* s tdayr
placed at the perimeter.

1 Cybersecurity Capacity Maturity Model for Nations (CMM), Revised Edition,
https://www.sbs.ox.ac.uk/cybersecurisapacity/cotent/cmm-revisededition (assessed 25 February 2018)
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Figurel: Overall representation of the cybersecurity capaci§dania and Herzegovina

Cybersecurity Policy and Strategy

Currently, there is no official nationeybersecurity document in Bosnia and Herzegovina (BiH)
detailing how to establish coordination between key cybersecurity governmental and non
governmental actors nor is there an overarching national cybersecurity programme.

However, consultation processefor strategy development have been initiated where
different actors are invited based on the development process. Statement from participants
suggested that the Ministry of Security is leading the development of the strategy jointly with
the Organizatiorfor Security and Goperation in Europe@SCE~ho is assisting in organising,
monitoring and implementing the process.

Currently, at the state level there is no registry or catalogue of national level incidents
centrally managed by the government, narthere a national coordinating body (such as
Computer Security Incident Response Té&aIRlor CERT) in order to effectively coordinate
cybersecurity incident response and management. Also, there is no mandatory reporting
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requirements for cyber incidest At the entity level, the first CERT was established (in 2015)
with the creation of the Department for Information Security within the Agency for
Information Society of the Republic of Srpska.

The concept of cybersecurity in critical infrastructurd) (€ still in its infancy in BiH. At the
state level, there is as yet no accepted definition of national Cl and no formal categorisation
of Cl assets. Interaction between government ministries and owofets$ assets is limited and
ad-hoc.

The extent towhich organisations consider cyber threats as part of crisis situations is
uncertain. Risk management exercises and cyber drills at the state level hayet@en
formalised.

The Ministry of Defence has developed its own cyber defence strategy héthaim to
establish a secure cyber environment for the information systems wiithiinistry only. This
strategy was developed without the adoption of an official national cybersecurity strategy.
However, participant s a megywilhelp o improve theaveratl h e
cyber security level within the country.

It was difficult to obtain a clear picture regarding communications redundancy during the
review. Digital redundancy measures are considered (in ahoadmanner) by private
telecommunication companies and other organisations, thatre was no clear indication of
systematic coordinatioat the state levelParticipant commentary indicated that at the state
level there have been no exercises or drills conducted to test emergeisppnmee under
circumstances with disrupted communications.

Cyber Culture and Society

The cybersecuritynind-set in Bosnia and Herzegovina is still in an early, nascent state of
development. Participants from both the public and private sectors described an overall low
level of awareness of the values, attitudes and practices necessary for a healthy cybigyse
ecosystem. This lack of awareness is the result of limited knowledge of existing cyber threats,
which in turn stems from a lack of harmonisation in the legislation, in established mechanisms
for awarenesgaising and most saliently in the challengd designating a cohesive
implementation lead for cyber issues in Bosnia and Herzegdvina.

The results of this assessment have shown
trust and confidence in the internet. Some participants indicated thasnigms are not
trusting of the government, an attitude that also limits their ability to trust in the limited e
government services available. Bosnians feel insecure about the services available to them,
which was remarked as most likely linked to an olldagk of awareness and understanding

of the possible threats lack of ICT literacy.

2 Council of Europe (2017) Bosnia and Herzegovina. Octopus Cybercrime Community. Available at
https://www.coe.int/en/web/octopus/countrywiki//asset _publisher/hFPA5fbKjyCJ/content/bosniaandherzegovi
na?inheritRedirect=false&redirect=https%3A%2F%2 Fwwwrtée2iFen%2Fweb%2Foctopus%2Fcountrywiki%3F

p_p id%3D101 INSTANCE hFPA5fbKjyCJ%26p p lifecycle%3D0%26p p state%3Dnormal%26p p mode%3Dvie

w%26p p_col_id%3Dcolurm®26p _p_col_count%3DfAccessed 7/11/2018)

SBarakovi ¢, S. and Jas mihnaav eB aprraokbol vei nis Huosri ¢s o(l2u0tli50)n.s "“:*

i n Bosni a a nldfornrhgon & 8eguoity: Amimernational Journal, vol[@dine] Available at:
http://dx.doi.org/10.11610/isij.3209Accessed 14 Nov. 2018], p.4.
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http://dx.doi.org/10.11610/isij.3205

E-commerce services are often offered in an unsecure environment. They are being provided
to a limited extent and when they provided, a limited proportion of users timshe secure
use of ecommerce services.

In Bosnia and Herzegovina, Internet users and stakeholders within both the public and private
sectors recognised that there is no systematic user understanding of personal information
protection online. These ptcipants remarked that only a small proportion of the population
—and in most cases, these are people who already work in the cybersyaeetice caution

when sharing information online or using online services. Most people share information in
socialnetworks with little discrimination, unaware of the degree to which sensitive personal
information should be kept private.

The main reporting entity in Boshia and Herzegovina, both at the entity and cantonal levels,
is the police. Each of the two entitiethe Federation of Bosnia and Herzegovina and Republic
of Srpska has their own police force governed by the Directorate for Coordination of Police
Bodies of Bosnia and Herzegoviiae reality remains that law enforcement in Bosnia and
Herzegovina assumesost of the responsibility when addressing online fraud, cythelying,

child abuse online, identity theft, privacy and security breaches and other incidents. This
assessment did determine that the existing channels of reporting, particularly between
entities and regions is not coordinated and is used in ah@manner.

In Bosnia and Herzegovina, cybersecurity issues are overall insufficiently reported across
mainstream media both online and offline

Cybersecurity Education, Training and Skills

Awarenes of cybersecurity risks and threats in Bosnia and Herzegovina is still low at all levels
of society, and our research identified that awareness of cybersecurity threats and
vulnerabilities across all sectors is currently in the initial stages of disou$3ticipants
admitted that awareness raising is not a priority for government institutions, in part because
there is a lack of knowledge around what possible risks and threats might exist.

Additionally, when present, awarenesaising programmes appedo still be informed by
international initiatives, like the one revealed by one participamitich involves a proposal

for a digital skills training campaign of a value of £10M coordinated in the Western Balkans by
the British Council.

Awareness raising ro cybersecurity issues for executives is limited, though more
systematically present than in the wider population, particularly in the case of multinational
or executives from the finance sector, which do have more specific guidelines to follow. For
exampe, participants described that in the banking sector, workshops are delivered on a
regular basis. In the majority of companies, executives are not yet always aware of their
responsibilities to shareholders, clients, customers, and employees in relation to
cybersecurity.

At primary and secondary levels of education, participants explained that cybersecurity
related topics include less than a year of lessons, concentrated on no more than one module
within existing Information Technology courses. Some sehalsio provide programmes to
teach educators and schoolchildren about safety on the internet; in some cases, this work is
being done tlhough non-governmental organisation@NGO$% The education is Bosnia and
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Herzegovina is not offered at a state level, and therefore considerably fragmented, which
inevitably affects consolidated provisions.

At the higher education level, computer science courses are offered that may have a security
component, but no cybersecity-related courses are offered. Some educational courses exist
in cybersecurityrelated fields, such as information security, network security and
cryptography, but cybersecurigpecific courses are not yet available.

Bosnia and Herzegovina offers somgbersecurity training programmes to professionals
working in different sectors, but this provision appears to behad, and not readily
recognised by the governmehfThis lack of recognition was pointed out as one of the factors
behind the low number otybersecurityaware experts and the prevalence of software
developers.

Legal and Regulatory Frameworks

Bosnia and Herzegovina (BiH) has an extremely complex system of government that is
reflected in the existing legislation of the country. Bildlomposed of the Federation of Bosnia

and Herzegovina (FBiH), the Republic of Srpska
governing entities each with its own Criminal Code and Criminal Procedural Code that address

offences related to cyberime?

At the state level, the Criminal Code and Criminal Procedural Code focus on tackling the most
serious criminal offences such as organised crime and crimes against humanity. Issues related

to cybersecurity and cybercrime are therefore dispersedarrfdur Criminal Codes and Laws

on Criminal Procedure (one at the state | evel

Despitethe fact that BiH signed the Budapest Convention in 2005 and ratified it in 2006
enteringinto force in the same year, the existingjiglations at the state level are only partially
harmonised and hae not fully implemented the provisions of the Budapest Convention on
Cybercrimé®.Also, adopted or amended legislation does not cover all aspects of cybersecurity,
such as human rights prettion online and consumer protection and intellectual property
online.

BiH has not adopted specific legislation on human rights online. According to the Human
Rights Report provided by the U.S. Department of State for 2017 there was no violation of
Internet freedom by the governmerit.

BiH has a very complex organizational criminal justice sysidnth is determined by a

complex constitutional structure of the state
institutional capacities to tackle cybercrime issues remain at the entity level. At the state level,

there is no specialised cybercrime unit wombat cybercrime. The Directorate for

4ITU (2018). Readiness Assessment Report to Establish a CIRT Network in Bosnia and Herzeg8%ina, p.24
5Murtezic, A. (201¥Assessment of compliance of the criminal codes in Bosnia and Herzegovina with the council
of Eur@e cybercrime convention. Available at
http://krimteme.fkn.unsa.ba/index.php/kt/article/viewFile/169/pdfAccessed /A1/2018)

6 DiploFoundation (2016) Cybersecuiitythe Western Balkans: Policy gaps and cooperation opportunities.
Available athttps://www.diplomacy.edu/sites/default/files/Cybersecurity%20in%20\Wr%20Balkans.pdf
(Accessed 9/11/2018)

us Department of Stat®osnia and Herzegovina 20didman Rights Report. Available at
https://www.state.gov/documents/organization/277391.p@dAccessed 14/11/2018)
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Coordination of Police Bodies of BiH within the Ministry of Security only fulfils a coordinating
role and manages integntity requests®

At the state level, it was not possible to obtain a clear picture regardiagapacity of law

enforcement, prosecutors and judgelsowever participant comments suggested that the

judiciary, prosecutors and the police do not have adequate knowledge and skills to investigate
cybercrime cases. At the state level, the Agency for &tlut and Professional Training
(AEPTM)established in 2009s in chargef* pr ovi ding research and educ
police educat’ion and security’

The workingevel cooperation between the judiciary, law enforcement, government and
private ®ctor was described by participants as informal and poor due to the different degrees
of cooperation that exist between the law enforcement agencigsthe state level, the
Ministry of Security andeuropean Union Agency for Law Enforcement Train@igPOL
entered into aworking agreement in 2014 in order to enhance mutual cooperation on law
enforcement training? There is a designated point of contact for maintaining communication
including the Ministry of Security, the Ministry of the Internal AffairthefRepublic of Srpska,
and the Ministry of the Interior of the Federation of BiH.

Standards, Organisations, and Technologies

The Law on Standardization of Bosnia and Herzegovina and the Law on the Establishment of
the Institute for Standardization of Boia and Herzegovina have laid the foundation for
promoting the voluntary implementation and use of BiH national standards, compliance with
the rules of international and European standardization and the creation of the Institute for
Standardization that @s as an independent state administrative organization for the
activities inthe field of standardization. e review found that participants from both the
public and private sectors were not aware of any ICT standards promoted by the government.

Similarly, at the state level there is no mandatory standard for any sector related to the
procurement of hardware and software. Focusing on standards in software development,
different guidelinesexistin both the public and the private sectors, but thetent to which
these guidelines are related to cybersecurity is not clear.

The economic prosperity, including the further liberalization of the telecommunications

market and the introduction of new technologies fmoadbandinternet, largely depends on

the country's continuing integration with the I
Regulatory Agency (CRA) published a Report on users of CRA licenses for the provision of

internet services in BiH for 201&ccording to Communications Regulatory Age(CRA), the

broadband internet penetration subscriber base in Bosnia and Herzegovina reached 663,682

8 Council of Europe (2017) iPROCEEDS. General guide on Protocols on interagency and international cooperation
for investigations involving proceeds from crime online. Available at
https://www.coe.int/en/web/cybercrime/iproceedgAccessed 9/11/2018)

9 Agency for Education and Professional Trairtigps://www.aeptm.govba/en/node/300(Accessed 9/11/2018)
10CEPOL (2014) CEPOL signs Working Arrangement with Bosnia and Herzegovina. Available at
https://www.cepol.europa.eu/media/news/cepeasignsworkingarrangementbosniaherzegoving Accessed

14/11/2018)

11 Council of Europe. Octopus Cybercrime Community (2017) Bosnia and Herzegovina. Available at
https://www.coe.int/en/web/octopus/countrywiki/-/asset publisher/hFPA5fbKjyCJ/content/bosaiad

herzegovina? 101 INSTANCE hFPA5fbKjg@lede=view(Accessed 9/11/2018)
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individuals as of 2017, thus translating to around 19% of broadband access in the country (the
number of connections in relation to the total number nhabitants)*?

Based on the review, there is no identified centrally managed catalogue of secure software
platforms and applications at the state level in BiH. Policies for updating software products or
monitoring the functionality of applications may extsuit are not necessarily enforced or
formulated—eachorganisation has its own requirements defined at the corporate level.

The adoption of technical security controls in the country varies across the sectors within the
entities and organisations, buhéy are mostly ad hoc and not consistently deployed.

At the state level, cryptographic controls (SSL, VPN) for protecting data at rest and in transit
are recognised and deployed ad hoc by multiple stakeholders and within various sectors.

Participants fronthe public and private sectors noted that BiH does not currently produce
cybersecurity technologies, but relies on international offerings. Currently, there is no policy
in place for responsible information disclosure within the public or the private sgcto

Within public institutions, training on cybersecurity issues both for IT and general staff is
limited and often takes place through the incentive of the respective management in the
institution. At the State level, initiatives exist; but these rely iodividual institutions
expressing the need for adequate training, and for it to be then carried out. The trainings
offered can vary between general cybersecurity training and certified courses, but resources
still appear to lack.

Additional Reflections

Even though the duration of this review was shoirgr half a daythe representation and
composition of stakeholder groups was, overall, balanced and broad.

This was the 28country review thathe GCSCRave supported directly.

12 Communications Regulatory Agenhttps://docs.rak.ba//documents/d4a46a618f8-45b2-afcs
b17841009fe8.pdf
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INTRODUCTION

In collaboration with the World Bank (WB), the Global Cyber Security Capacity Centre (GCSCC,

or ‘the Centre’) undertook a review of the mat
Herzegovina at the invitation of the Ministry of Communications andspart. The objective

of this review was to enable the Government to gain an understanding of its cybersecurity
capacity in order to develop the country’s nat
prioritise investment in cybersecurity capaesgi

Over the period 2325 October 2018, the following stakeholders participated in roundtable
consultations:

{ Public sector entities

- Parliament BiH Information Technology Sector

- Ministry of Civil Affairs of Bosnia and Herzegowitsector for Education

- Ministry of Finance / Finance and Treasury of Bosnia and Herzegovina

- Ministry of Foreign Affairef Bosnia and Herzegovina

- Ministry of Communications and Transport of Bosnia and Herzegovina

- Ministry of Foreign Trade and Economic Relations of Bosnia and
Herzegovina

- Agency for Identification Documents, Registers and Data Exchange of
Bosnia and Herzegovina

- The Information Society Agency of Republika Srpska

- Ministry of Defence of Bosnia and Herzegovina

- Ministry of Security of Boshia and Herzegovina

- Ministry of Communications and Transport of Boshia and Herzegovina

- Department for maintenance and development of electronic business and
e-government systerm General Secretariat of the Council of Ministers of
BiH

T Criminal justice sector
- Ministry of Security of Bania and Herzegovina
- Federal Police Administration
- Ministry of the Interior of Republika Srpska
- Ministry of Justice of Bosnia and Herzegovina
- The Prosecutor's Office of Bosnia and Herzegovina

1 Finance sector
- BIT aliansalliance
- ICT Association of Foreirade Chamber of Bosnia and Herzegovina
- BH Telecom
- Eronet
- Mtel
- Central Bank of Bosnia and Herzegovina

1 Critical infrastructure owners

- Communications Regulatory Agency of Bosnia and Herzegovina
- Elektroprenos BiH
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- The State Electricity Regulatory CommissibBosnia and Herzegovina

1 National Security Agencies
- Ministry of Defence of Bosnia and Herzegovina
- Intelligence- Security Agency of Bosnia and Herzegovina
- Directorate for Coordination of Police Bodies of Boshia and Herzegovina
- Ministry of Security oBosnia and Herzegovina

1 Academia
- University of Sarajevo

- University of Mostar
- University Telnformatic Centre UTIC

1 International community
- OSCE
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DIMENSIONS OF CYBERSRITY CAPACITY

Consultations wereased apund the GCSCC Cybersecu@gpacity Maturity Model (CMNF)
which is composed of five distindimensionof cybersecurity capacity.

Each dimension consists of a set of factors, which describe and define what it means to
possess cybersecurity capacity therein. The table below shows the five dimensions together
with the factors whickeach presents

DIMENSIONS FACTORS

Dimension 1 D1.1 National Cybersecurity Strategy
Cybersecurity D1.2 Incident Response

Policy and Strategy D1.3 Critical Infrastreture (Cl) Protection

D1.4 Crisis Management
D1.5 Cyber Defence
D1.6 Communications Redundancy

Dimension 2 D2.1 Cybersecurity Minset

Cyber Culture D2.2 Trust and Confidence on the Internet

and Society D2.3 User Understanding of Personal Information
Protection
Online

D2.4 Reporting Mechanisms
D2.5 Media and Social Media

Dimension 3 D3.1 Awareness Raising
Cybersecurity D3.2 Framework for Education
Education, D3.3 Framework foProfessional Training

Training and Skills

D4.1 Legal Frameworks

D4.2 Criminal Justice System

D4.3 Formal and Informal Cooperation Frameworks to
CombatCybercrim€ybercrime

Dimension 5 D5.1 Adherence to Standards
D5.2 Internet Infrastructure Resilience
D5.3 Software Quality

13 See Cybersecuri@apacity Maturity Model for Nations (CMM), Revised Edition, available at
https://lwww.sbs.ox.ac.uk/cybersecurigapacity/content/cmmrevisededition.
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Standards, D5.4 Technical Security Controls

Organisations, and D5.5 Cryptographic Controls

Technologies D5.6 Cybersecurity Marketplace
D5.7 Responsible Disclosure

STAGES OF CYBERSHGURAPACITY MATORI

Each dimension comprises factors which describe what it means to possess cybersecurity
capacity. Factorpresent a numbeof aspectavhich group together relatethdicators, which

in turn describe steps and actions that once observed define whicgesté maturity this
aspect isat. There are five stages of maturity, ranging from stert-up stage to thedynamic

stage. The staftip stage implies an adoc approach to capacity, whereas the dynamic stage
represents a strategic approach and the ability dpnamically adapt or change against
environmental considerations. The five stages are defined as follows:

i Startup: at this stage either no cybersecurity maturity exists, or it is very
embryonic in nature. There might be initial discussions aluyisersecurity
capacity building, but no concrete actions have been taken. There is an
absence of observable evidence of cybersecurity capacity at this stage.

1 Formative:some aspects have begun to grow and be formulated, but may be
ad-hoc, disorganised, poly defined— or simply new However, evidence of
this aspect can be clearly demonstrated.

i Established:the indicators of the aspect are in place, and functioning.
However, there is not well thoughdut consideration of the relative
allocation of resourceslLittle tradeoff decisioamaking has been made
concerning the relative investment in this aspect. But the aspect is functional
and defined.

i Strategic:at this stage, choices have been made about which indicators of the
aspect are important, and which arless important for the particular
organisation or state. The strategic stage reflects the fact that these choices
have been made, conditional upon the particular circumstarudegbe state
or organisation

1 Dynamic:At this stage, there are clear mechanisimglace to alter strategy
depending on the prevailing circumstances such as the technological
sophistication of the threat environment, global conflict or a significant
change in one area of concern (e.g. cybercrime or privacy). Dynamic
organisations haw developed methods for changing strategiessinde.
Rapid decisiomaking, reallocation of resources, and constant attention to
the changing environment are features of this stage.

The assignment of maturity stages is based upon the evidence collgutkdling the general

or average view of accounts presented by stakeholders, desktop research conducted and the
professional judgement of GCSCC research staff. Using the GCSCC methodology as set out
above, this report presents results of the cybersdgucapacity review ofBosnia and
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Herzegovinaand concludes with recommendations as to the next steps that might be
considered to improve cybersecurity capacity in the country.

The assignment of maturity stages is based upon the evidence collected, inchalgeneral

or average view of accounts presented by stakeholders, desktop research conducted and the
professional judgement of GCSCC research staff. Using the GCSCC methodology as set out
above, this report presents results of the cybersecurity capa@tyew of Bosnia and
Herzegovinaand concludes with recommendations as to the next steps that might be
considered to improve cybersecurity capacity in the country.

METHODOLOGWEASURING MATURITY

During the country review specific dimensions are discussed with the relevant group of
stakeholders. Each stakeholder cluster is expected to respond to one or two dimensions of
the CMM, depending on their expertise. For example Academia, Civil Societptantet
Governance groups would all be invited to discuss both Dimension 2 and Dimension 3 of the
CMM.

In order to determine the level of maturity, each aspect has a set of indicators corresponding
to all five stages of maturity. In order for the stakeholders to provide evidence on how many
indicators have been implemented by a nation and to determine tlagunity level of every
aspect of the model, a consensus method is used to drive the discussions within sessions.
During focus groups, researchers use ssmictured guestions to guide discussions around
indicators. During these discussions stakeholdersukh be able to provide or indicate
evidence regarding the implementation of indicators, so that subjective responses are
minimised. If evidence cannot be provided for all of the indicators at one stage, then that
nation has not yet reached that stage oaturity.

The CMM uses a focus group methodology since it offers a richer set of data compared to
other gualitative approache¥.Like interviews, focus groups are an interactive methodology
with the advantage that during the process of collecting data arfdrmation diverse
viewpoints and conceptions can emerge. It is a fundamental part of the method that rather
than posing questions to every interviewee, the researcher(s) should facilitate a discussion
between the participants, encouraging them to adomtefend or criticise different
perspectives® It is this interaction and tension that offers advantage over other

14 Relevant publications:

Williams, M. (2003).Making sense of social research. London: Sage Publicatiatus: L

10.4135/9781849209434

Knodel, J. (1993). The design and analysis of focus group studies: a practical approach. In Morgan, D. L. SAGE
Focus Editions: Successful focus groups: Advancing the state of the art-G8p. Ihousand Oaks, CA: SAGE
Publcations Ltd. doi: 10.4135/9781483349008

Krueger, R.A. and Casey, M.A. (2009). Focus groups: A practical guide for applied research. London: Sage
Publications LTD.

’Rel evant publications: J. Kitzinger . interdctioe betweenhodol ogy of
research participants.’ Selei, P40 gy of Heal th & Il Il ness, 1
J. Kitzinger ‘“Qualitative research: i nt —802,U%9%.ng focus g
E. F. Fern. ‘ The uasgenemtion: theoeffacts of group size, acquaintanceship,eand

moder ator on response quantity and quali tal3,1982Jour nal of |
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methodologies, making it possible for a level of consensus to be reached among participants
and for a better understanding of cybersecurity giaes and capacities to be obtain&d.

With the prior consent of participants, all sessions are recorded and transcribed. Content
analysis-a systematic research methodology used to analyse qualitative-digtapplied to

the data generated by focus grps’The pur pose of content anal ysi s
and valid inferences froM texts to the context

There are three approaches to content analysis. The first is the inductive approach which is
based on “open c ohd categofies or thenzes arenfgpelytcieaed bytthe
researcher. In open coding, headings and notes are written in the transcripts while reading
them and different categories are created to include similar notes that capture the same
aspect of the phenomenonnder study® The process is repeated and the notes and headings
are read again. The next step is to classify the categories into groups. The aim is to merge
possible categories that share the same meaniftigey explains that this process categorises
dataas “bel ong#ng together

The second approach is deductive content analysis which requires the prior existence of a
theory to underpin the classification process. This approach is more structured than the
inductive method and the initial coding is shapeglthe key features and variables of the
theoretical framework’

In the process of coding, excerpts are ascribed to categories and the findings are dictated by
the theory or by prior research. However, there could be novel categories that may contradict
orenrich a specific theory. Therefore, if deductive approaches are followed strictly these novel
categories that offer a refined perspective may be neglected. This is the reason why the GCSCC
research team opts forthird, blended approach in the analysiSour data, which is a mixture

of deductive and inductive approaches.

After conducting a country review, the data collected during consultations with stakeholders
and the notes taken during the sessions are used to define the stages of maturity for each
factor of the CMM. The GCSCC adopts a blended approach to analyse focus group data and
use the indicators of the CMM as our criteria for a deductive analysis. Excerpts that do not fit
into themes are further analysed to identify additional issues that paudints might have

raised or to tailor our recommendations.

167 . Kitzinger. “Qualitative r es edourrmah31l1(70003:2868B0@,uci ng f ocus ¢
1995.

17K. Krippendorff. Content analysis: An introduction to its methodology. Sage Publications, Inc, 2004. H.F. Hsieh

and S. E. Shannon. ‘*Three approaches to qualitative cont el

15(9):127#1288, 2005.

K.A. Neuendorf. The content analysis guidebook. Sage Publications, Inc, 2002.

BE. F. Fern. ‘*The use of focus groups for idea generation:
moder ator on r es ponkwnalpiuvanketing Rgseaecn dol. §9uND 1j Molyme'and

Number? pages-3, 1982.

s, El o andTte d&yalgi t atsi.ve content analysis-Id5,o0cess.’ Jou
2008.

H. F. Hsieh and S. E. Shhahmnoemati vVEhcoatappr aaahgsitso’ qQual.i
15(9):127#1288, 2005.

20p.D. Barbara DowAd/a mb o | dt RN. ‘Content analysi s: met hod, applica
Women International, 13(3):31+321, 1992.

21]. Dey. Qualitative datanalysis: A usdrriendly guide for social scientists. London: Routledge, 1993.
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In several cases while drafting a report, desk research is necessary in order to validate and
verify the results. For example, stakeholders might not be always aware of recent
developments in theicountry, such as whether the country has signed a convention on
personal data protection. The sources that can provide further information can be the official
government or ministry websites, annual reports of international organisations, university
webdtes, etc.

For each dimension, recommendations are provided for the next steps to be taken for the
country to enhance its capacity. I f a country’
stage of maturity then by looking at the CMM the indicatotsiak will help the country move

to the next stage can be easily identified. Recommendations might also arise from discussions

with and between stakeholders.

Using the GCSCC CMM methodology, this report presents results of the cybigysaqpacity
review ofBosnia and Herzegovimad concludes with recommendations as to the next steps
that might be considered to improve cybersecurity capacity in the country.
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CYBERSECURITY CONTEX
INBOSNIA AND
HERZEGOVINA

Bosnia and Herzegovina (BiH) basextremely comiex system of governanceomposed of

the Federation of Bosnia and Herzegovina (FBiH), the Republicof SpSKa ( and t he Br ¢}
District (BD) Thr oughout t he repor the wheld ar¢aeof thee vel '’ i
country/nationwh i | §tt y* @ retv &BiH and RS as sgtbverrting entitiesand toBD

as Brcko District (or Government of Brcko District) that is ages#érning district? The

complex and decentralisedtructure of the countryposes a challenge to progress in the field

of cybersecurity and to reaatonsensus among the differestakeholders.

BOSNIA AND HERZEGOVINA

@ SEECTED IOWNS MAR ROADS
®  NATIONAL CAPIIAL RANROADS
MAINRIVERS  sessesees INTERENTIY BOUNDARY INES

e NTENATIONAL BOUNDARKS

¢ ) FEDERATION OF
A B BOSNIA AND
g HERZEGOVINA

A
/ ALBANIA

Figure 1: Territorial organization of Bosnia and HerzegéVina

22\World Bank (2015) Country Partnership Framework For Bosnia And Herzegovina For The Pefga(ry16
http://pubdocs.worldbank.org/en/215221450204091066/WH®sniaand-Herzegovingeriod-FY2016

2020.pdf
23 bid.
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BiH has a resident population of approximately 3,856,28According toBosnia and
Herzegovina' s Communi cat iinn20k thdreeveere R, 2882104 vy Agenc
Internet users estimating thatthe Internet penetration ratewas 72.41% in BiH.In 2017,

based on the CRA’'s survey results the number c
3,064,072, estimating the internet penetration rate was 86.77%uch increases in adoption

has led BiH being ranked 83th on the International Teleconmaations Union (ITU) Global

ICT Development Index ranking, which indicated that in 2017 there were 28.3%ed
(wired)-broadband subscriptions per 100 inhabitants, compare®1035 % active mobile

broadband subscriptions per 100 inhabitant®asedoth e Wor | d Economi c For un
Information Technology report, BiH ranks'8ia the world on Affordability (including the cost

of accessing ICT, either via mobile telephony or fixed broadband Internet, as well as the level

of competition in the Internetand telephony sectors that determine this co$t)Also,

according to the 2017 Global Cybersecurity Index (GCI) published by tHgiHFahks135"

in the world 2°

A report publisred by DiploFoundation (2016) found that the state levela significant
number of provisions orthe Convention on Cybercrime are yet to be implemented.
Furthermore,currently, BiH does not have a strategic framework to address the issue of
cybercrime and cyber security threatsA working document published byhe European
Commissiomecognisedhat investigations in cybercrime (for e.g.: online child sexual abuse)
remain extremelyare.*

In BiH, frameworks in cybersecurity education vary depending on the sector that is being
addressed (primary to higher eduaati but also in the region of the country that is being
focused on. The education sector in Bosnia and Herzegovina reflects the state constitution. It
is defined by the BiH Constitution, the constitutions of the entities, cantons, and the Statute
of  BDistrigt of BiH, which govern legal competencies in education. BiH consists of two
entities (The Republic of Srpska and Federation of BiH) and Brcko district of BiH. The Republic
of Srpska has a centralized government and one Ministry of Education. Fedev&BiH has

a decentralized government and consists of ten cantons where each canton has their own
Ministry of Education. There is also Federal ministry of Education, but this ministriyasaly
coordinatingrole. In addition, Brcko district of Biths a government with departments, with

one of those department being the Department for Education. In accordance with that there

24 CIA. World Factbook. Bosnia and Herzegovina. Availabtépat//www.cia.gov/library/publications/the
world-factbook/geos/bk.htmAccessed 16/12/2018)

25 Communications Regulatory Agency (2015) Availaktps://www.rak.ba/news/500(Accessed 16/12/2018)
26 Communications Regulatory Agency (2017) Availakidtps://www.rak.ba/news/569(Accessed 16/12/2018)
27(ITU) Global ICT Developnidéndex (2017Available ahttps://www.itu.int/net4/ITU-
D/idi/2017/index.html#idi2017economycashb&BIH(Accessed 16/12/2018)

28 \World Economic Forum (20L&he Global Information Technology Report 20%ilable at
http://www3.weforum.org/docs/GITR2016/WEF_GITR_Full_Repor{Adtessed 16/12/2018).

29|TU (2017) Global Cyberseity Index. Available dittps://www.itu.int/dms_publ/itu-d/opb/str/D-STRGCI.01
2017-PDFE.pdf (Accessed 16/12/2018)

30 DiploFoundation (2016) Cybersecuiiitythe Western Balkans: Policy gaps and cooperation opportunities.
31 European Commission (2018) Bosnia and Herzegovina 2018 Report. Available at
https://ec.europa.eu/neighbourhooénlargement/sites/near/files/201804 :Bosniaand-herzegovina
report.pdf (Accessed 16/12/2018)

32 |bid.
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are twelve responsible institutions of education in BiH. These include the Ministry of
Education and Culture of the RepulditSrpska, ten cantonal ministries of education in the
Federation of BiH and the Department for Educa
There are also two others ministries with a coordinating role. The Federal Ministry of
Education and Scienamordinates, among other things, activities within the Federation of
BiH, between ten cantons. The Ministry of Civil Affairs of BiH (MoCA), established on a state
level coordinates activities within all education institutions in BiH. In accordance ttathne
MoCA is responsible for carrying out activities and tasks within the jurisdiction of BiH related
to defining basic principles of coordination of activities, harmonization of plans of entity
bodies and defining strategy at the international level, udahg, among others, education.

This is thébody thatwould coordinateany initiatives related to cybersecurity education.

BiH has been an aspiring member of the North Atlantic Treaty Organization (NATO) and was

invited to join the Membership Action PlaMAP) in 20107 Accession of BiH to the European

Union remains the main foreign policy objective ofthecourilh e country’ s accessi
have significant cybersecurity implications, such as adhering to the General Data Protection
Regulation and the ISIDirective that are both preequisites to boosting the European Digital

Single Market

33NATO. Relations with Bosnia and Herzegovina. Available at
https://www.nato.int/cps/en/natoha/topics 49127.htm(Accessed 16/12/2018)

34 European Commission. Digital single market. Availablettgis://ec.europa.eu/commission/priorities/digital
singlemarket _en(Accessed 16/12/2018)
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REVIEW REPORT

OVERVIEW

In this section, we provide an overall representation of the cybersecurity capaditysinia
and Herzegovinarigure 2 below presents the maturity estimates in each dimension. Each
dimension represents one fifth of the graphic, with the five stages of maturity for each factor

extending outwards from wupé ¢c¢entcioseidt t he ¢gha
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Figure 2: Overall representation of the cybersecurity capacBp$mia and Herzegovina
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DIMENSION 1
CYBERSECURITY STRATE
AND POLICY

The factors in Dimension 1 gauBeo s ni a and ddpacitgte dpeelop amdadebs
cybersecurity policy and strategy and to enhance cybersecurity resilience through
improvements in incident response, crisis management, redundancy, and critical
infrastructure protection capacity. The Cybersecurity policy and strategy dimension also
includes considerations for early warning, deterrence, defence and recovery. This dimension
considers effective policy in advancing national cytefience and resilience capacity, while
facilitating the effective access to cyberspace increasingly vitabfggrgment, international
business and society in general.

D 1.1 NATIONAL CYEHRURITY STRATEGY

Cybersecurity strategy is essential to mainstreaming a cybersecurity agenda
governmentbecause it helps prioritise cybersecuasyan important policy area, determine
responsibilities ad mandates of kegovernment and noigovernmentatybersecurityactors,
and directs allocation of resources to the emerging and existing cybersecurity issut
priorities

Stage:Start-up

Currently, there is no official national cybersecurity document in Bosnia and Herzegovina (BiH)
detailing how to establish coordination between key cybersecurity governmental and non
governmental actors nor is there an overhing national cybersecurity programme.

However, consultation processes for strategy development have been initiadeele
different actors are invited based on the development procdissvas confirmed that the
consultation involvesll nationalsecurityagenciegMinistry of Defence, Ministry of Security,
IntelligenceSecurity Agency of BiBirectorate for Coordination of Police Bodies of )Bike
Ministry of Communications and Transport, otlegulatory bodis,the energy sectofjoined
recertly), and one representative from the academic communityt excludingthe private
sector. Theneed to cooperate with the private sector will be highlighted in the upcoming
strategy.

Statement from participants suggested that the Ministry of Secuittyleading the
development of theStrategic Cyber Security Framework in Bosnia and Herzegqwiintly
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with the OSCE who is assisting in organising, monitoring and implementing the ptbeess.
not possible to obtain a clear picture regarding the @mtof the upcoming cybersecurity
strategy however one participant indicated that the recommendations of the strategy will be
based on the EU Directive on security of network and information systems (the NIS Directive)
and ENI SA **Onegparticghenlti med er rNatibnak CyberESbcurBy Strategy
Good Practice Guidé which helpsto develop and upda national cyber security strategies
and based on that BiH focuses on nine objectives: 1) establishment of legal fram@york
defining criticalinfrastructure 3) protection of critical information infrastructure!) raising
user awareness through educatio®) strengthening of trainings fothe judiciary, 6)
establishinganincident response capacity) establishing incidermtporting mechanisms8)
establishing publiprivate partnerships (PPPsP) developing an Action Plan for the
implementation of the strategy.

It was acknowledged during the review that there was no appropriate risk assessment
conducted at the state level for the developmaitthe cybersecurity strategyowever, once

the strategy is published, it is intended to be a living document that will be revised and
evaluated regularly.

Despite the fact that BiH lacks an official cybersecurity strategy, the Ministry of Security of
Bosnia and Herzegovina has passed several documents that address cybersedudty
were also adopted by the Council of Ministers of Bosnia and Herzegovina

- the Strategy for Establishment of CERT in Bosnia and Herzegd2idihl)- the first
document at the state levelddressingexplicitly cybersecurity issues

- the Strategyfor fight againstorganized crime in Bosnia and Herzegovir{2017%
2020

- the Strategy on Combating Terrorish20152020)

Based on desk researddfter the adoption of theStrategy for Establishment of CER2011,
an Expert Working Group was formed by the Council of Minidterghe establishment of
BiHCERT" TheExpert Working Group has completed its woggarding the implementation
of the Strategy forEstablishment of CERT, and a report along witeet of documents
suggesting the way of establishing BEilERT has been adopted by the Council of kéirsf
BiH. In this context, under the framework fowoperation with NATO, activities on preparing
the application for theNATO Science for Peace and Security (SPS) Prograavaeeen
initiated, which should be realized in the medium terrrb($ears).

An Action Planwasalsodrafted by the Expert Workingsroup whichproposedthe creation
of a coordinating body by the Council of Ministerish the primaryt ask t o ‘ mi ti gat e

35The Directive on security of network and information systems (the NIS Directive) was adopted by the European
Parliament on 6 July 2016 and entered into force in August 20XE6lahle athttps://ec.europa.eu/digitalsingle
market/en/network-and-information-securitynis-directive (Accessed 7/11/2018)

36 ENISA (2012) National Cyber Security Strategy Good Practice Guide. Available at
https://www.enisa.europa.eu/publications/ncsgoodpracticeqguide(Accessed 8/11/2018)

37 Ministry of Security (2011) Strategy for Establishment of CERT in Bosnia and Herzegovina. Available at
http://www.msb.gov.ba/dokumenti/strateski/default.aspx?id=6248&lgTag=efJS(Accessed 7/11/2018)

38 Ministry of Security (2017) Strategy for fight against organized crime in Bosnia and Herzegovina. Available at
http://www.msb.gov.ba/PDF/strateqy11122017.p@ccessed 7/11/2018)

39 Ministry of Security (2015) Strategy on Combating Terrorism. Available at
http://www.msb.gov.ba/PDF/STRATEGIJA ZA BORBU PROTIV_TERORIZMAA&Gspdf7/11/2018)

40 Barakovic, S., & Husic, J. B. (2015) "We Have Problems For Solutions": The State Of Cybersecurity In Bosnia and
Herzegovina. Information & Security, 32(2)(Accessed/A1/2018)
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cybersecurity related problems through mandatory recommendations and support the
process of establishing BEERT and otherRH s i n t %iHowever,the Actiop Plan
wasnot adopted due tdopposite political interests and stancagthin the country that also
hindered the institutional establishmeiwf the BIHCERT at the state levél.

At the entity level, the Government of thRepublic of SrpskéRS)appointed an inter-
departmental working group for drafting the Republic of Srpska Cyber Security Strategy
(Decision No. 04/D12-2-2322/16)and the Strategy for fight against cybercrimewswver it

has not been adopted yét.In 2016, he 90th session of the Government of the Republic of
Srpska concludetb disregard the proposal of forming Working Groupwithin the BiH
Ministry of Securityfor the coordination of activities in the area oflzersecurity in BiH and
regardedit unconstitutional** According to the Governmenmif RS cybersecurity falls under

the exclusive jurisdiction of the entity arid Working Group would transfer competences
from the entity to the state level”

At the entity level, concerning th&ealeration of Boshia and Herzegovina (FBthBre are
certain representativeffom the Government oFBiH whare participating in the work of the
Working Group within the BiH Ministry of Security responsible for the cooridimabf
activities in the area of cybersecurity in BiH.

D 1.2 INCIDENT RESEE

This factor addresses the capacity of the government to identify and determine characte
2F ylraAaz2ylt tS@St AyOARSyGa Ay | aeads
organise coordinate, and operationalise incident response.

Stage:Start-up

Currently, at the state levelthere is noregistry orcatalogue of national level incidents
centrally managed by the governmemtor is there a national coordinating body (such as
CSIRT or CERT) in order to effectively coordinate cybersecurity incident response and
management. Also, there is no mandatory reporting requirements for cyber incidents.

Comments from focugroup particpants suggested that incidemésponse efforts are not
currently being coordinated across organisatiovihile some participants described steps
that they took to handle incidents, the extent to which leads for incident response have been

41 1bid.

42 bid.

43 Council of Europe (2017) Bosnia and Herzegovina. Octopus Cybercrime Community. Available at
https://www.coe.int/en/web/octopus/countrywiki//asset publisher/hEA5fbKjyCJ/content/bosniaandherzegovi
na?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Foctopus%2Fcountrywiki%3F
p_p id%3D101 INSTANCE hFPA5fbKjyCJ%26p p lifecycle%3D0%26p p state%3Dnormal%26p p mode%3Dvie
w%26p_p_col_id%3Dcolurmi®26pp col_count%3D{Accessed 7/11/2018)

44 Government of the Republic of SrpqR®16) The 90th session of the Government héldailable at

http://www .vladars.net/eng/vlada/ic/ns/Pages/THe0th-sessiorof-the-Governmentheld--.aspx(Accessd

20/03/2019)

45 1bid.
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formally designatd within organisations is unclearo illustrate, regarding the mechanisms
of incident reporting some participantsmentioned thatthe Directorate for Coordination of
Police Bodies only mediates and forwards the information received thranighnational
channels (such atNTERPQIlio the relevant agency in charge for the specific aléavas
added that whilst the coordination responsibilitiesmainat the state level, the operational
responsibilitiesremain at the entity level (Federationof Bosnia and Herzegovina and the
Republic of Srpska)

At the entity level, the first GET wasestablished(in 2015) with the creation ofthe

Department for Information Security within the Agency for Information Society of the

Republic of Srpska.lt was added that a working groujis supervisingthe CIRT that is
“primarily tasked with coordination, preventi
supervision of the implementation of measures and standards related to information security

in the Republ ¢ o f * ©Ome participant 'noted thainformation is discussed unofficially

within the working group, and that theooperationnetwork and pre-agreed communication

dependson personal connections arah the enthusiasm of thetaff.

At the entitylevel computer security incidentare reported either to the local police or to
the Ministry of Interior of Republic of Srpskaandled by theUnit for Preventing Highech
Crim@ that works closely with the Department for Information Security within Agency for
Information SocietyAs in the Republic of Srpska, the handlingoofiputer security incidents

is similarin the Federation of Bosnia and Herzegov{#iH) Based on desk research
incidents are handled by the Crime Police Department of the Federal Police Administration
since there is no speciadid cybercrimeunit.”® Usually, the Ministries of the Interior at the
cantonal level and the Federal Ministry of Interior report computesusity incidents to the
Crime Police Department of the Federal Police Administration. Also, occasioitiaiiys and
companies report incidentdirectly to the Federal Police Administration. However, a large
number of incidents are not reported, and coarpes manage incidents on their owim
accordance with their internal security policies.

As no coordinating national incidentsponse organisation was yet established at the time
this study was conducted, the associated roles, responsibilities and lines of communication or
platforms required for broad collaboration on issues were not yetldshed.

In March 2017, the Council of Ministers adoptaddecision on the establishment of a
Computer Emergency Response Team and placing it under the aegis of tiséryMart
Security howeverthere has not yet been the necessary political agreemerddiablish the
BiHCERT.

46 |bid.
47 bid.

48 Barakovic, S., & Husic, J. B. (2015) "We Have Problems For Solutions"; The State Of Cybler8maniayand
Herzegovina. Information & Security, 32(2)(Accessed/21/2018)
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D 1.3 CRITICAL INFRARUCTURE (Cl) PROITEN

Stage:Start-up

¢CKA& TFIO0G2N) addzRASa GKS 3IF2@8SNYyYSyiqa C
with them, engage in response planning and critical assets protection, facilitate q
interaction with Cl asset owners, and enable comprehensive general aiskgement
practice including response planning.

The concept of cybersecurity in critical infrastructure (Csilkin its infancy in BiHAt the
state level, here is as yet no accepted definitionmdtional Cl and no formal categorisation
of Cl assetdnteraction between government ministries and ownef<l assets is limited and
ad-hoc.

It was difficult to establiskthe extent to which cybersecurity reqeiments and vulnerabilities

in Cl supply chains have been identified, mapped and managed; or the extent to which trust
has been established between the government and Cl organisations on the exchange of threat
information.

D 1.4 CRISIS MANAGENIT

This factor addresses the cagiig of the government to identify and determine characterist
2F yraA2ylf tS@St AyOARSyGa Ay | aeads
organise, coordinate, and operationalise incident response.

Stage:Start-up

The extent to which organisations consider cyber threats as part of crisis situations is
uncertain. It is understood that general crisis management is necessary for national security,
however, there is no evidence of any cybersecutitpension to national crisis management
and participants were unaware of any crisis management plan that involves coordination on
national cybersecurity incidentRisk management exercises arnyther drills at the statéevel

have not been formalised yet.

28| Cybersecurity Capacity ReviBwesnia and Herzegovina 2019



D 1.5 CYBER DEFENCE

Stage:Formative¢ Established

This factor explores whether the government has the capacity to design and implen
cyber Defence strategy and lead its implementatiooluding through a designated cyb
Defence organisation. It also reviews the levetadrdination betweervarious public and
private sector actors in response to malicious attacks on strategic information systenr
critical national infrastructure.

The Ministry of DefencéMoD)has developed its own cyber defence strategy with the aim to

establish a secure cyber environment foe information systems withiiits Ministry only. This

strategy was developed without the adoption af afficial national cybersecurity strategy.

Howeve, participantsanticipatethatt he Mi ni stry’' s strategy wil/l h ¢
cyber securityevel within the country.

During the review, it was not clear to what extent cyber operations units are incorporated
into the different branches of tharmed forces. At the time this study was conducted, there
wasno central cyber command or control structure at the state level.

It was confirmed by the participants that the two cybersecurity strategiestional am
MoD' svi)l be coherentand harmonisd, however there are still unfinished plans. Tkl D’ s
intention is to communicate requirements thiall partners in a formal wayhere might be a
need to agree on memoranda of understanding (MOUSs) with regards to informsitiaring
requirements proceduesand after that to establislechnical capacities.

TheMoD s strategy was described by participants
main areas: 1) prevention of natioregcurityincidents; 2) respons® incidents 3) education
and 4) awareness raising with enders.

Before the final version of the strategy was adopteakticipants highlightedhat the Ministry
held several events where participants from other institutions were invited sucthes
Ministry of ®curity. Furthermore, everal international eventsvere organised under the
auspices of NAT(hefinal version of the strategy-that is quite general- is based on the
Mi ni stry’ s k theo hedsomgd tparnt faomdthee events One participant
acknowledged that the Ministry had to include some elemdgtsdelines and principlef)at
were supposed to be included in the natiorgbersecuritystrategy. The goal is that these
guidelines will be intepperational with the national cybersecurityrategy at the state level.

The Ministry’'s strategy offtdlaboratiomand igformasiomd t he i n
sharingwithin the defence system concernimgberat t acks. Ther e@Q8TFT e, t he |
will be acting asone of the key points through which the Ministry vekkchangenformation

on cybersecurity related issuegth both domesticand internationalstakeholders such as

NATO.

Also, the Ministry of Defencgevelopedanaction planto implement the strategy ithe next
five years andnominated a steering committee to oversee the implementation of the
measures identified in the strateg@ne of the key measuresill be to establish a single
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centre, which will be the main premise for the operational work of tH@RT . If the Ministry
succeeds in establishing the centthen it will provide a cybersecuritsituation roomthat
will help in the management afyber relatedincidents.This centre willikely be part of the
command and contratentre of the defence forces.

D 1.6 COMMUNICATIOREDUNDANCY

CKA& FIFOG2NI NB@GASga |+ 3TF28SNYyYSyidQa Ol |
redundant communications among stakeholders. Digital redundancy foresees a cybers
system in which duplication and failure of any congrris safeguarded by proper backu
Most of these backups will take the form of isolated (from mainline systems) but re
available digital networks, but some may be rdigital (e.g. backing up a digita
communications network with a radio communiceis network).

Stage:Start-up

It was difficult to obtain a clear picture regarding communications redundancy during the
review. Digital redundancy measures are considered (in arh@d manner) by private
telecommunication ompanies and other organisations, but there is nothing coordidaed
systematic at the statéevel.

Participant commentary indicated that the state levethere have been no exercises or drills
conducted to test emergency response under circumstamdégsdisrupted communications.

Focus groups discussions suggest that communications redundancy for emergency assets
should be assured via phones and radio systems {bpakechanisms for communications)
that needto be part d contingency planning measige

Participants agreed that each organisation should haveraargency response plan place
in order to ensurethe continuity of the operation thadeak most primarily with the
communications aspecOne participant noted that the MoD has a contingeptan in place,
howeverthis plan should be part of general plan of how the ministshould respond in case
of emergency

RECOMMENDATIONS

Following the information presented during the review of the maturitCgbersecurity Policy
and Strategy the Global Cyber Security Capacity Centre has developed the following set of
recommenddions for consideration by theoyernment of BiH These recommendations
provide advice and steps aimed to increase existing cybersecurity capacity as per the

consideraton®f t he Centre’s Cybersecurity Capacity

are provided specifically for each factor.
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NATIONAL CYBERSEQYRITRATEGY

R1.1 Ensure that work towards developing a national cybersecurity strategy is
progressed andthat multi-stakeholder processes are followed consistently
during the development processe$the strategy.

R1.2 Identify and involve key stakeholder groups, including international partners,
and, at minimum, the organisations which participated in the CMM review.

R1.3 Expand the key stakeholder group, which is involved in the development of the
national cybersecuty strategy, to include the financial sector, the private sector
(including SMEs) that might be considered part of Cl in the near future, as well as
international partners.

R1.4 Establish a regular cycle for-esaluating and updating thapcoming nationh
cybersecurity strategyn response to recognised deepiments (e.g. every six
months) and changes in the risk environment. Situation awareness over this
environment should be supported by intelligence from international partners,
reports from security aalysts within organisations in BiH, and reports by security
analysts who have been tasked by the government with monitoring
developments in BiH and in the world at large.

RL.5 Allocate budget to ensure the development and implementation of cybersecurity
strategic plans. Consider including international best practices (e.g. NIEland
General Data Protection Regulati@®DPIRDirectives).

R1.6 Design a methodology to analyse the results of the national cyber risk
assessment and incorporate lessons friiis exercise in the development of the
strategy.

R1.7 Consider developinga coordinated cybersecurity risknalyst capacity.

Cybersecurity risknalyst skills are required for monitoring operations and
developments in the risk environment (within specifirganisations as well as
within the world at large). These analysts should be able to bring together
available data and information from various sources, such as system and user
logs, reports from staff, news sources, service providers, and domestic and
international partner s, to create *
contexts. ldeally, every organisation that has a computer network should have
someone with these skills, and cybersecurity management decisions should take
into account fimings from these analysesh basic 1ztep process for

risk |
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R1.9

R1.10

R1.11

R1.12

R1.13

intelligencedriven information security risk management is summarised at the
end of the discussion section in Webb, Ahmad, Maynard and Shanks (2014).

Consider scenario and retine cyber exerdes to achieve a concurrent picture
of national cyber resilience.

INCIDENT RESPONSE

A mechanism for mandatory reportingf cybersecurityincidents needs to be
established, which all organisations considered key to national security are
expected to uselnformation on reported incidents needs to be logged into a
secure registry upon receipt, according to a standardised format, by qualified
personnel who are charged with maintaining this registry.

The government of BiH should work to ensure that there are qualified
information- and cybersecurityprofessionals embedded in all organisations
considered key to the national interest, and that each organisation has a
designated lead for incident response.

Establishthe national CERT (BEERT) under the auspices of the Ministry of
Security of Bil at the state level. Once established, ensure that the national CERT
has the necessary financial and human resources to fulfil its existing mandate for
a national cyber incident response with clear processes anmatkfroles and
responsibilities. Thenonsider establishing metrics to monitor and evaluate the
effectiveness of B’CERTTheBiHCERBhould facilitate coordination between
incident response personnel and international partners in emergency situations
that meet agreed upon criteria.

Thegovernment of BiH should endorse the adoption of specific standards and
guidancerelated to incident managemento include monitoring requirements,
performance metrics, reporting requirements, and minimum performance
standards by all organisations coresied key to the national interest.

CRITICAL INFRASTRURH (Cl) PROTECTION

Develop and conduct a national risk assessment aimirigetotify Cl assetat
the state level.

49Webb, J., Ahmad, A., Maynard, S.B. and Shanks, G., 2014. A situation awareness model for information
security risk management. Computers & security, gt 115, viewed 2 May 2018.
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R1.14

R1.15

R1.16

R117

R1.18

R119

R1.20

R1.21

R1.22

R1.23

Perform regular, detailed audits of Cl assets with regardsyteersecurity and
disseminate CI asset audit lists to relevant stakeholders. Inform CI stakeholders
of their responsibilities.

Establish a mechanism for regular vulnerability disclosure and information
sharing between CI asset owners and the govemigstablish regular dialogue
between tactical and executive strategic levels regarding cyber risk practices and
encourage communication among Cl operators.

Identify internal and external CI communication strategies with clear points of
contact.

Establish information protection and risk management procedures and processes
within CI, supported by adequate technical security solutions, which inform the
development of an incident response plan for cyber incidents.

Establish common processés measure and assess the capability of Cl asset
owners to detect, identify, respond to and recover from cyber threats.

CRISIS MANAGEMENT

Designate an authority responsible for designing, planning and executing
cybersecuritycrisis management exercises at the state level.

The cybersecurity crisis management authority should draw on the knowledge
and expertise of stakeholders such as critical infrastructure asset owners; core
business process owners and cybersecumityactitioners from other key
organisations in BiH; academics; civil leaders and consultants.

Exercise designs should be based on realistic incident scenarios that will test
information flows, techniques and measures currently in use, decisiaking
and future resource investment planning in the wake of the test incident.

Appropriate resources need to be allocated for cybersecurity crisis preparedness
exercises. Where funding or resources are currently lackimgrnational
funding may be available.

Evaluation should be followed up with training that aims to correct identified
problems. The cybersecurity crisis management authority should provide
guidance on cybersecurity crisis management planning tourenghat it
comprises tasks and objectives that are specific, measurable, attainable,
relevant, and timebound (SMART).
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R1.24

R125

R1.26

R1.27

R1.28

R1.29

R1.30

CYBER DEFENCE

Ensure the development of a cyber defence component in the national security
strategy. This component should catesi the threats to national security that
might emerge from cyberspace.

At the state level, consider establishing cyber operation units in different
branches of government and armed forces as appropriate.

Develop a communication ancoordination framework for cyber defence in
response to malicious cybattacks on military information systems and critical
infrastructure.

Assess and determine cyber defence capability requirements, involving public
and private sector stakeholder€onduct continuous reviews of the evolving
threat landscape in cybersecurity to ensure that cyber defence policies continue
to meet national security objectives.

COMMUNICATIONS REODANCY

Establishing redundancy where it does not currently drissystems supporting
the core functionalities of Cl organisations should become a priority for
international partners. ldentification of these systems should be the product of
asset mapping during risk assessment.

Shortcomings identified duringmergency response exercises and drills should
be remedied through training and resource allocations where possible.

Where approaches have proven effective toward assuring communications
redundancy under challenging conditions, these approaches dhmailshared
with international partners, e.g. via publicly available reports (or secure
communications channels where the subject matter is sensitive for some
reason).
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DIMENSION 2
CYBERSECURITY CUETUR

AND SOCIETY

Forwardthinking cybersecurity strategiesd policies entail a wide array of actors, including
users. The days in which cybersecurity was left to experts formally charged with implementing
cybersecurity have passed with the rise of the Internet. All those involved with the Internet
and related echnologies, such as social media, need to understand the role they can play in
safeguarding sensitive and personal data as they use digital media and resources. This
dimension underscores the centrality of users in achieving cybersecurity, but seeksido av
conventional tendencies to blame users for problems with cybersecurity. Instead,
cybersecurity experts need to build systems and programmes for dsgrstems that can be

used easily and be incorporated in everyday practices online.

This dimension ragws important elements of a responsible cybersecurity culture and society

such as the understanding of cybeated risks by all actors, developing a learned level of

trust in Internet services,-governmentande& o mmer ce ser vi ces,ngand user
of how to protect personal information online. This dimension also entails the existence
mechanisms for accountability, such as channels for users to report threats to cybersecurity.

In addition, this dimension reviews the role of media and social engdhelping to shape

cybersecurity values, attitudes and behaviour.

D 2.1 CYBERSECURIIND-SET

This factor evaluates the degree to which cybersecisgifyrioritised and embedded in th
values, attitudes, and practices of government, the private sector, and users across s
at-large. A cybersecurity mirgkt consists of values, attitudes and practices, including ha
of individual users, expertand other actors in the cybersecurity ecosystem that increase
resilience of users to tbats to their security online.

Stage:Start-up - Formative

The cybersecurity mindet in Bosnia and Herzegovina is still in an eadgcent state of
development. Participants from both the public and private sectors described an overall low
level of awareness of the values, attitudes and practices necessary for a healthy cybersecurity
ecosystem. This lack of awareness is the resluitited knowledge of existing cyber threats,
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which in turn stems from a lack of harmonisation in the legislation, in established mechanisms
for awarenesgaising and most saliently in the challenge of designating a cohesive
implementation lead for cybessues in Bosnia and Herzegovinha.

Indeed, as we have explained elsewhere in this repBif] is characterised for having a
complex security management structure split between #dede, the entities and the district
levels?* The implications of this unique organisation are twofold: on the one hand, best
practices are mostly seen in-i@lated areas of work and in the finance sector. On the other
hand, this also means that awarenasésing is also devolved: the State slowikihg
measures for improvement, though struggling for centralised cohesion; the private sector
being close behind. Banks, for examgiave the best coordination and it is through this
coordination that higher awareness exists. Other industries, howevemat fairing as well.

On a government level, representatives emphasised the need to prioritise cybersecurity
across the public sector and recognised the demand for a shift in the mindset of public officials
towards more embedded cybeware practices. @itials from leading government agencies
remarked that, in general, IT security departments have begun to place priority on
cybersecurity, by identifying risks, threats and the need for educational provisions; but that
this awareness does not systematigalipread to other government departments within
different ministries at both the Federal and entity levels. Participants identified the existence
of basic security steps, such as the use of passwords to log into computers, the difference
between the intrat and the internet, and of a number of policies delineating guidelines for
the use of equipment, but the level of follethrough of these practices is not measured or
known. Training is provided in relation to these protocols, and some ministries, ke th
Ministry of Communicationand Transportat the state levelare working towards the
adoption of policies of information security management, which is expected to outline certain
measures and guidelines that will improve the cybersecurity msigtdof thec ount ry ' s
government. These policies are envisioned for the year 2020.

In contrast, in the private sector, leading firms have begun to place priority on a cybersecurity
mind-set by identifying higiisk practices. Participants agreed that private companies
(especially major telecommunication providers and international ICT companies, as well as
financial institutions), have a good understanding of cybersecurity risks and protective
measures, and that they actively seek improvements in their company hapitstaying
informed about the latest trends in the market. This is particularly true of large service
providers, who in addition seek to appoint cybersecurity trained professionals and offer
training programmes and materials to improve cybersecurity prastitn these companies,
internal security policies are at a high level and participants observed that companies make
use of electronic communication. However, the same was not observed in the case of

%Barakovi ¢, S. and Jasmina Barakovi ¢ Husi ¢ (2015) “*“ We h:
i n Bosni a a nldfornrhgon & 8eguoity: Amliernational Journal, vol[@#ine] Available at
http://dx.doi.org/10.11610/isij.3205Accessed 141/2018), p.4.

Sl Barakovi ¢, S. and Jasmina Barakovi ¢ Husi ¢ (2015) “*‘ We h¢
i n Bosni a a nldfornrhgon & 8eguoity: Amlernational Journal, vol[@#ine] Available at
http://dx.doi.org/10.11610/isij.3205Accessed 141/2018), p.56.
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mediumsized companies where the miset is perhaps deloping, but where the level of
protection continues to be rather low. These companies are faced with important cyber
threats, such as international phishing scams and ransomware (which participéaned to

as the* Ni g ecani amplying internationd phishing scamsvhich first originated in
Nigerig.>

Much like most of the public and private sectors, internet userBiHdo not generally have

a developed cybersecurity mindset or systematic good habits surrounding their behaviour
online. A limited poportion of Internet users have begun to place priority on cybersecurity,
by identifying risks and threats; and these, according to participants, vary significantly and in
particular, in relation to age. The younger population is deemed to be better aofatee
threats posed by the internet, whereas the elderly evidence a more relaxed attitude and lack
of attention to their behaviour onlinevhich was also linked to lack of knowledge. One of the
examples shared was that among the older population, passsvard often used but then
quickly forgotten, making this sector of the population more vulnerable to attacks.

D 2.2 TRUST AND CODEENCE ON THE INTERN

This &ctor reviews the level of usémst and confidene in the use of online services
general, and ggovernment and ecommerce servicen particular.

Stage:Start-up - Formative

Angriawan and Thakur (2008) define online trustvelsen a consumer has confidence in an
emerchant’s reliability and integlyi"Theset o
transactions can involve the exchange of money, but also more widely, the sharing of
information that may or may not be sensitive.

The results of this assessment have shown
trust and confidencen the internet. Some participants indicated that Bosnians are not
trusting in the government, an attitude that also limits their ability to trust in the limited e
government services available. Bosnians feel insecure about the services available to them,
which was remarked as most likely linked to an overall lack of awareness dedstanding

of the possible threatslack of ICT literacy. This becomes particularly salient when the general
population is compared to the ICT experts who participated in the assessment who declared
having some degree of trust in online services. Butenibian 90% of the population lack

52 Scamwatch. Nigerian scams. Availablatgis://www.scamwatch.gov.au/typesf-scams/unexpected
money/nigerianscamyAccessed 14/11/2018)

53 Angriawan, A., Thakur, R. (2008). A Parsimonious Model of the Anteceaieh@onsequence of Online Trust:
An Uncertainty Perspectiv8ournal of Internet Commerc&ol. 7, No. 1, 2008, pp. 7@\ccessed 14/11/2018)
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internet competency, which coupled with a high unemployment rate (35.33% in September
2018)* makes even the use of-government and €ommerce services limited. Critical
infrastructure professionals indicated, for examptbat many people do not use online
shopping-even though there is some provision availableecausdahey do not know how to

use it or do not possess credit cards to make online purchases. The ug@wémment and
e-commerce services appears to be ragropular with those who already work in ICT, those
with higher power of acquisition or those with ICT literacy skills (particularly young people
under 25)° And within those that do use the internet to meet their daily needs, there appears
to be an overdluse of both local websites and international websites (such as Amazon,
Facebook, etc.).

E-commerce services are often offered in an unsecure environment. They are being provided
to a limited extent and when provided, a limited proportion of users tinghe secure use of
e-commerce services. Therefore, for users to realise the benefitsguvernment and e
commerce services, they must also be aware of their existefeelack of awareness of this
offering, coupled with the lack of-gkills (especiafl for the elderly) is paramountto even
consider the importance of developing information security online, as an important
component of trust and confidence in the Internet.

By contrast, other participants pointed out that internet users do trust, perhapso o much’ i n
the services provided by the government online, as well as those of the financial sector (banks,
primarily), therefore suggesting that user trust and confidence on the Internet is mostly at a

start-up levd. At the same timehe country is leginning to show elements of the formative

stage, whet her this is the result of too much
most Internet users appear to have blind trust on websites and regarding what they see or

receive online. Operators ¢riternet infrastructures consider measures for promoting trust in

online services; however critical infrastructure providers noted that the expansion of these

services and the trust that is required poses a challenge for elderly people.

At the same timeit wasnotedthat a very limited proportion of Internet users critically assess
what they see or receive online beliag that they have the ability to use the Internet and
protect themselves online. A limited proportion of users trust in the secure utbedhternet
based on indicators of website legitimacy. Operators of Internet infrastructure develop
measures to promote trust in online services but hae¢ yet enjoyed high takep. On a
governmental level, there has been recognition of the need torowe trust and confidence

of the Internet This has been addressed by aatirruption and etransparency efforts, as well

54Trading Economics (201Bpsnia and Herzegovina Unemployment Réteailable at
https://tradingeconomics.com/bosniand-herzegovina/unemploymentate (Accessed 15/12/2018)

55 Serife O. & Obralic Merdzana, Cickusic Emir, Ejupi Dzenis, DzaferovidOE&)irEZommerce in Bosnia and
Herzegovina [online]. Available a&prints.ibu.edu.ba/id/file/18617Accessed 1/32/2018)
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as by joining the Open Government Partnerstiighrough the Ministry of Justice and
developing an action plan around’it.

When it coma to user trustin e-government services, the government offers limited e
services in a decentralised wawrnaphastouctsre)st ent wi
One advantage it does have is that it is abl€derve everyone in their own languaged
alphabet even though it has not publicly promoted the necessary secure environient.
Bosnia and Herzegovina does not yet haveigmatures availableniversally though the
service exists? With the exception of the Agency for Identification of Do@nts, all
documentation in the country needs to be verified by hand. A certifying body atatienal
level does not existdespite thelLaw on Electronic Signature of Bikht promotes the
certification of signaturebeingadopted in 2006 Since there ig0 institution in BiH that has
the authority to issue certificates confirming the authenticfyelectronic signaturs the Law

on Electronic Signatuteas not been implemented yeAlsq the adoption of such regulations
is complicatedthrough the political dynamics in the country and thglow pace of
development ofthe legislation.

At the same time, government plans to increasgayernment provision, but also recognises

the need for the application of security measures to establish trust in thesecesriin 2015,

Bosnia and Herzegovina registered as performing less well than the regional average on the
provision of egovernment services. According to this studyalthough BiHwas then in the

process of buildingf a Strategy For Information Sociebevelopmentjn line with the Digital

Agenda of the Europe 2020 Strategy, the country had not yet designatedesgovernment

body to coordinate the establishment of-government services and instead recognised

several players involved ingovernment, hus hi ndering the country’s
this plan®

Additionally, the need for security irgovernment services is recognised by stakeholders and
users. According to Stojanéwdnd Mus€ (2018), he best examples of-government service
websites in the FBiHare: the Institute of Health Insurance and -Reurance Fund of
Federation of Bosnia and Herzegovina, the Federal Administration for Geodetic and Property
Relations, the Tax Administration Federation of Boshia and Herzegovina, and the best
examples of the eGovernment services websites in tliepublic of Srpskahe Helth
Insurance fund of Republic 8kpska, the ElectroniLand Registry of the RepublicSypska,

the Tax Administration Republic 8fpska, and the publadministration of theRepublic of

56 Open Government Partnership. Availablehétps://www.opengovpartnership.orgAccessed 14/11/2018).
57ReSpa (2015)-Government Analysis: From & Open Government [online]. Available at:
https://www.respaweb.eu/download/doc/eGov++From+EGovernment+to+Open+Government.pdf/d3ablcd43fa
4cd3071be9ceared4b0cd3.piccessed 14/11/2018), p.44.

58 1hid.

591bid.

60 |bid.

61 bid.
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Srpské&? The basid¢imiting factor analysed by tharticleo f St oj anowasthelackhd Mu s i

of political agreement on further development ofgevernment, though improvements were
seen to be made in this study sinibe 2016 report®®

The pivate sector recognises the need for the application of security measures to establish
trust in ecommerce services. Somecemmerce services are informing users of the utility of
deployed security solutions. But they are very far from having a centragdiseal for all users.

D 2.3 USER UNDERSDANG OF PERSONALORMATION
PROTECTION ONLINE

Thisfactor looks at whether Internet users and stakeholders within the public and pri
sectors recognise and understand the importance of protection of personal inform
online, and whether they are sensitigedheir privacy rights.

Stage:Start-up

In Bosnia and Herzegovina, Internet users and stakeholders within both the public and private
sectors recognised that there is no systematicrusederstanding of personal information
protection online. These participants remarked that only a small proportion of the population
—and in most cases, these are people who already work in the cybersyaeetice caution

when sharing information onl#or using online services. Most people share information in
social networks with littleconcern unaware of the degree to which sensitive personal
information should be kept private. This included examples of pictures of small children and
credit card nunbers posted online. Participants pointed to a lack of awaremaiséng
campaigns within societal advocacy groups and public entities, as the main reason behind
poor user understanding of personal information protection online. They also agreed on the
impor t ance of the i mplementation of mechani sms
of good practice around data sharing and data ushgeremarked that a lack of political will
slowed down this process, resulting in not oBlysniandeing unaware ofhe risks that their
publicly available data face, but also lack of trust in using any online technology.

A few exceptions were mentioned in the case of government ministries where good practices
and discussions have begun regarding the protection of peddaformation, and the balance

between security and privacy, but this has not resulted in concrete actions or policies. Despite
the fact that the law is Bosnia and Herzegovina prescribes that people should not share or

62 Stojanovic, Z. and Mehrudimdusic (2018). Development ofgovernment in Bosnia and Herzegovina. The
International Journal for interdisciplinary studies 2018. Vol. 8 (1j&(online]. Available at

https:// human.ba/wpcontent/uploads/2018/04/Articlel0.pdf (Accessed 14/11/2018)

63 |bid.
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have access to personal data thhey are not supposed to have, participants recognised that

the ‘“human factor’ often transcends good pract
services and institutions when these should not be shared. In the context of developing a

National Cybersaurity Strategy in Bosnia and Herzegovina, discussions involving multiple
stakeholders around how personal information should be handled online have begun, but no

privacy standards are in place.

GDPR is a topic that is becoming more and more present inidasd Herzegovina in the

cont ext of the country’s candidature to join
sector expressed knowledge of the importance of abiding by the rules of GDPR for the EU
candidature and the country is taking steps in sofidg its prescription to those rules, though

it remains slightly obscure still.

2.4 REPORTING MECH&MS

This factor explores the existence of reporting mechanisms functioning as channels fo
to report internet related crime such as online fraud, cybelying, child abse online,
identity theft, privacy and security breaches, and other incidents.

Stage:Formative

The main reporting entity in Bosnia and Herzegovina, both at the entity and cantonal levels,

is the policeEach of the two entitieghe FBiHand RShas their own police force governed by

the Directorate for Coordination of Police BodiesBiH In the latter, this is a central force

covering the whole entity, in the former a specialist force covering specific crimes and those

crimes that cross internal, Cantonal, borders. In #BiH there are ten Cantonal police forces,

each under a Cantonal Mi ni st mlso hasfts owrhpelicel nt er i or
force. At the level of the central stat®iH also has a police agency focused on Counter

Terrorism, Organised Crime and crime crossing international borders, the State Investigation

and Protection Agency (SIPA), and a State Border Service. Although agreement was reached

on unifying the police forcesnuch like the armies were unified, it has yet to be realized.

The police have been the maieportingmechanisnon cybersecuritfknown to participants
from both the public and private sector, though those from the public sector pointed to the
existence dother mechanisms, such as the homepage of the Ministry of Interibe state
level which has a special section on higlech criminality. According to one participant, this
page allows for a direct contact with the department and receives reports daila basis.
Banks, on the other hand, are known to have their @mfinereporting mechanisms for small
incidents, though for more serious incidents, the pokgee stillthe main point of contact.

The reality remains that law enforcement BiH assumeanost of the responsibility when
addressing online fraud, cybéullying, child abuse online, identity theft, privacy and security
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breaches and other incidents. This assessment did determine that the existing channels of
reporting, particularly between ertes and regions is not coordinated and is used in an ad

hoc manner. The same was observed in relation to the promotion of the existing reporting
channels— s o me participants’ | ack of systematic
mechanisms showed that thepromotion is scarce and aubc. According to participants
themselves, this is due to decentralised channels of communication.

D 2.5 MEDIA AND SGCIMEDIA

This factorexplores whether cybersecurity is a common subject across mainstream n
and an issue for broad discussion ogial media. Moreover, this aspect speaks about
role of media in conveying information about cybersecurity to the public, thus shaping
cybersecurity values, attitudes and online behaviour.

Stage:Start up- Formative

In Bosnia and Herzegovina, cybersecurity issues are overall insufficiently reported across
mainstream media both online and offline. This state of affairs spans from the media coverage
of cybersecurity incidents to the broader discussion of cybersecuwitic$ online. The only
exception appears to be the case of international news reporting (one participant mentioned
Estonia s  eaitalbkeim 2007. It was noted, however, that when comparing traditional
“of f 1 i ne’ tesedal nmedigirdorntatio shgring, cyber incidents were definitely
more present in the latter than in the former partly and potentially due to flexibility and
simplicity in sharing information online. Users use social media and social networking more
generally to pass on inforation and get involved in grassroot causes, but not necessarily in
relation to cybersecurity’! People who are interested in cyber issues are seen to join different
discussion groups, particularly on Facebook. Participants considered the lack of interest in
sharing cybersecurity related information online and offline, as linked to a general lack of
awareness about the existing issues. There was also a consensus that media and social media
do not play a significant role in raising awareness about the isbuethat they should.

RECOMMENDATIONS

64 Global Information Society Watch Report (2011). Bosnia and Herzegovina: is online media and ally for social
justice? Trapped between hate and inflammatory Speech [onlivegdilable at
https://www.giswatch.org/en/countryreport/freedom-expression/bosnisand-herzegoving Accessed

14/11/2018).
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Based on the consultations, the following recommendations are provided for consideration
regarding the maturity o€yberculture and societyThese aim to provide possible next steps

to be followed to enhance existing cybersecurity capacity as per the considerations of the
GCSCC’s Cybersecurity Capacity Maturity Model

CYBERSECURITY MBHET

R2.1 Leading government agencies at the Statgeleneed to place priority on
cybersecurity, by identifying risks and threats, but also by mandating that the
same priority is placed at the entity and district level, in the Federation of Bosnia
and Herzegovina, the Republic of Sprka and the Brcko Ristric

R2.2 Use the leverage of local governments, at cantonal and/or municipal level to
educate the public on the nature and consequences of cybercrime in BiH.

R2.3 Consider setting up a mulstakeholder (businegs, law enforcement agencies,
and acadend) and multigovernmental groups (from the different
administrative structures) to think through cohesive measures (projects and
initiatives) and campaigns to raise the
risks and threats.

R2.4 Identify vulnerable grops and higkrisk behavior across the public, in particular
children and women, to inform targeted, coordinated awareness campaigns that
might contribute to users developing critical awareness around possible risks.

R2.5 Encourage private sector institutis (beyond the banking and telecoms sector),
and especially those offering@mmerce services to prioritise a cybersecurity
mindset by developing training programmes, materiale. (brochures, guide
books) and sharing information -lmouse but also acroserganisations and
sectors on incidents and best practices to improve cybersecurity practices.

TRUST AND CONFIDERGETHE INTERNET

R2.6 Develop and disseminate surveys in order to understandy Hational level,
l nternet user s’ leece enlthe ternel m@avdérnmanh d Conf i
and Ecommerce services.

R2.7 When introducing egovernment services for citizens, implement security
measures from the beginning to build trust and uptake by citizens, companies,
and other users.
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R2.8 When introducing egovernment services for citizens promote their use through
a coordinated programme, including the compliance to web standards that
protect the anonymity of users.

R2.9 Employ processes for gathering user feedback within governmentcégge in
order to ensure efficient management of online content.

R2.10 Ensure that security measures are in place for existiggwernment services for
businesses and public organisations.

R2.11 Encourage government leaders to use social media (e.g. Facebook, Twitter,
YouTube, Instagram) and promote the use ajowernment services on their
social media profiles in a fun and creative way, such as through videos and
infographics. Users are more dlg to use egovernment services if
politicians/leaders use social media responsibly.

R2.12 Encourage government leaders to engage with the public via social media
channels in order to create trust and shoc
Theseplatforms can be used in an efficient way to communicate their message
and demonstrate their commitment to giving back to the communities.

R2.13 Consider educating the public by developing an effective Cybersecurity
Communication Strategy/Plan (e.g. s&gic approach to cyber crises, promoting
the benefits of using government services and suggesting deadlines to

register).

R2.14 Promote the implementation of usezonsent policies by Internet operators.

R2.15 Encourageinternet service providersI$P}¥ to establish programmes that
promote trust in their services based on measures of effectiveness of these
programmes.

R2.16 To promote trust of users ingervices inform users about the utility of deployed

security solutions.

R2.17 Encourage th development of éommerce services with emphasis on the need
for a security (e.g. use of SSL encryption, post trust certificates/logos of third
party authentication services on the homepage).

R2.18 Encourage chief executive officers (CEOs) of corapaiti use social media
platforms in order to create trust with their customers and increase
transparency. Customers are more likely to useommerce services and
products if the CEO of their preferred brand uses social media.

44| Cybersecurity Capacity Revi@esnia and Herzegovina 2019



R2.19

R2.20

R2.21

R2.28

R2.29

R230

R2.31

R2.32

R2.33

Ensure that the priate sector apply security measures to establish trust-in e
commerce services, including informing users of the utility of deployed security
solutions.

Encourage users to access the terms and conditions for ustwnenerce
services.

To pomote trust of customers in-eommerce services post customer reviews
(both good and bad) and testimonials.

USER UNDERSTANDINGRERSONAL INFORMAMYIPROTECTION ONLINE

Continue programmes in cooperation with NGOs and support existing efforts by
stakeholders to raise user awareness of online risks. Promote measures available
to protect privacy and enable users to make informed decisions when and how
they share their persoal information online.

Encourage a public debate on social media platforms and in the traditional media
(TV and print) regarding the protection of personal information and about the
balance between security and privacy to inform policymaking.

Develop a Code of Practice on Protecting Personal Information Online in
consultation with multiple stakeholders that can be distributed within the public
(e.g. in primary and secondary schools).

Establish esignature across the country in ondé& enable further e servie
development. Consider starting to depldlye e-signature developed for the
Council of Ministries to other agencies and ministries and allow government to
communicate electronically internally. A further stage would be to ogp
signature to citizens and businesses as a centralized option using natitihak e
asamutually recognized-signature provider between all entities and cantons.

REPORTING MECHANISMS

The Open Government Partnership should be embraced with more partners from
both private and public sectors. An expanding partnership will help ensure that
all public administration in BIH should establish one central place for reporting

incidents and fordedback on administration services. Online and regular (mail

and phone) channels of communication should be opened to citizens to provide
feedback on government work and services.

Establish coordinated mechanisms within the public and the prissetor
allowing citizens to report cybercrime cases, including online fraud, eyber
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R2.34

R2.35

R2.36

R2.37

R2.38

R2.39

R2.40

R2.41

bullying, child abuse online, identify theft, privacy and security breaches, and
other incidents, in particular affecting women and other vulnerable groups.

Providemanuals to educate the public, teachers and parents about the types of
cybercrime that can be reported, how to exercise their rights when falling victim
to such crimes and how to report it. These can be distributed through local
channels at the entity andantonal levels.

Raise awareness about new and existing reporting channels among the wider
public and across stakeholder groups and cooperate with the private sector in
this regard.

At the state levelset up a websiteat the Ministry of Interior where victims of
cybercrime would be able to report to the police by choosing different options:
1) dialling a number in case it is an emergency or the crime is in progress 2)
completing an online form for neemergency crimesraeporting via email. It is
important that all reporting channels should offer the victim the option to report
anonymously (e.g. anonymous online forms).

At the state levelgconsiderestablishing the Cybercrime Unit of the Ministry of
Interior asthe national fraud and cybercrime reporting centre, providing a
central point of contact for citizens and businesses.

Consider establishing secure tway information sharing between the
Cybercrime Unit and the heads of different entities and cantons.

MEDIA AND SOCIAL MED

In cooperation with civil society and media organisations develop programmes
and campaigns to raise awareness among media providers and leading social
media actors, for instance during the dedicated Safer Internet Day or the
Cybersecurity Awareness Mont@¢tober) or dedicated web or social media sites

on this topic.

Enhance the understanding of cybersecurity among media providers (e.g.
journalists and editors) and facilitate a more active role of media in conveying
information about cybersecuritio the public.

Encourage media content providers to disseminate information on good
(proactive) cybersecurity practices that users can pursue to protect themselves
or to respond to cyber incidents. This could stimulate social media discussions on
the topic.
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DIMENSION 3
CYBERSECURITY
EDJCATION, TRAINING
AND SKILLS

This dimension reviews the availability of cybersecurity awarersssg programmes for
both the public and executives. Moreover, it evaluates the availability, quality, and uptake of
educational and training offerings for various groups of government stakeholders, private
sector, and the population as a whole.

D 3.1 AWARENESS RN

This factor focuses on the prevalence and design of programmes to raise awarer
cybersecurityisks and threats as well as how to address them, both for the generat
and for executive management.

Stage:Start up

Awareness of cybersecurity risks and threatBadsnia and Herzegovina is still low at all levels

of socigy, and our research identifiedhat awareness of cybersecurity threats and
vulnerabilities across all sectorsdsrrently in theinitial stages of discussion. Participants
admitted that awareness raising is not a priority for government institutionpait because

there is a lack of knowledge around what possible risks and threats might exist. Awareness
raising programmes, courses, seminars and online resources are available for target
demographics from public, private, academic and/or civil societyowees, but no
coordination or scaling efforts have been conducted. For example, participants indicated
differences between theentral State level and the entity\el, revealing that in Republic of
Srpskasome programmes are in existence for the general public, but that a unified coalition
around awareness raising is still lacking on the national level. Some school programmes are
delivered onthe initiative of specific teachers; and October is not congdeCyber
Awareness month like isin a number ofother European counies There is aly one event
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in October 2018 in relation toyber-awareness month, and isa Training on Raising Security
Awareness by thiinistry of Internal Affairs of the Zenidaoboj Cantori®

Additionally, when present, awarenessising programmes appear to still be informed by
international initiatives, like the one revealed by one participamitich involves a proposal

for a digital skills training campaign of a value of £@ldrdinated in the Western Balkans by
the British Councillt is worth noting that hisinitiative is yet to be implemented (the details

of this campaign are not known and whether awarenresising is one of the topics covered,

is yet to be known. The goal of the initiative is to help build digital skills for young people in
the Western Balkans and ergyment rates for its young peoplé&).

None of these programmes or campaigns appear t

towards a National Strategy. That being said, in June 2018, thB ifildooperation with the
Communications Regulatory Agan(CRA), the Ministry of Security of BiH and the Ministry of
Transport and Communications of Biliéseminateda statement that proposes to develop
and implement regional and national awarengassing campaigns throughout 2018 and 2019
in order to raise warenessin the community about cybersecurity threats, with a focus on
youngpeople®’ The purpose of this initiative is specifically intended to contribute to enhance
trust and confidence in the use of information and communication technologies in Boghia a
Herzegovina.

Awareness raising on cybersecurity issues for executives is limited, though more
systematically present thain the wider population, particularly in the case of multinational
companiesor executives from the finance sector, which do havere specific guidelines to
follow. For example, participants described that in the banking sector, workshops are
delivered on a regular basis. They address cyber risks in relation to social engineering and the
techniques used by cyberiminals to manipwte people online. Sessions and workshops are
also delivered to make executives aware of cyber policies and procedures. External companies
such as NESECO founded in 2010, offer security awareness training to members of the
public®®

On the other hand, in thmajority of companies, executives are not yet always aware of their
responsibilities to shareholders, clients, customers, and employees in relation to
cybersecurity. At times, they are made aware of general cybersecurity issues, but not how
these issueand threats might affect their organisatisnSelect executive members are made
aware of how cybersecurity risks affect the strategic decision making of the organisation,
particularly those in the financial and telecommunications sectors. Awaraaésiagefforts

65ENISA. Training on Raising Security AwareAesisities from Bosnia and Herzegovina. Available at
https://cybersecuritymonth.eu/esmcountries/bosniaand-herzegovina/trainingpn-raisingsecurityawareness
(Accessed 15/12/2018)

66 UK Government (2018) Foreign Secretary to announce £10 million commitment to build digital skills in the
Western Balkans. Available ltps://www.gov.uk/government/news/foreigasecretaryto-announcel0-million-
commitmentto-build-digitalskillsin-the-westernbalkans?utm_source=defcd7&8l4e4316ae4l
3235a384110d&utm_medium=email&utm_campaign=gowokifications&utm_content=immediat€Accessé
15/12/2018)

6 TU Regional Devel opment Forum for Europe (2018).
Bosnia and Herzegovina: Statement of the situation and proposal of activities to enhance trust and confidence in
the use ofinformata and communi cation technologies” [online].
https://www.itu.int/en/ITU.../Bosnia%20and%20Herzegovina%20EUR4receive@dpdéssed 15/12/2018)

68 Neseco. Available alttps://www.neseco.ba/trainings(Accessed 15/12/2018)
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of cybersecurity crisis management at the executive level are still reactive in focus, responding
to specific incidents, rather thaheing preventative. Participants expressed thexecutive
havea noted interest to invest in solving issues whéeyt occur rather than implementing
measures to sensitise their employees before incidents happen.

D 3.2 FRAMEWORK FERUCATION

This factor addresses the importance of high quality cybersecurity education offerings a
existence of qualified educators. Moreover, this factoaneres the need for enhancin
cybersecurity education at the national and institutional level and the collaboration bet\
government, and industry to ensure that the educational investments meet the needs
cybersecurity environment across all sesto

Stage:Start-up - Formative

According to the Btional Cyber Security Inde@¢tober 2018 drawn up by the éGovernance

Academy in Estonjavhich places Bosnia and Herzegovintha45" overall position at the

National level, and 13globally, the country does not register any cybafety competencies

in primary,secondary or bachel or’ s education, but
progr amme ‘aanhd dovtosalt levels’ Thissection of the report will elucidate the

provisions available in these different categories and also provide an assessment around the
existing uptake of the services provided.

At primary and secondary levels of education, participants explained djiag¢rsecurity
related topics include less than a year of lessons, concentrated on no more than one module
within existing Information Technology courses. Some schools also provide programmes to
teach educators and schoolchildren about safety on the interimesome cases, this work is
being done though NGOs. The educatimBosnia and Herzegovina is not offered at a state
level, itis consideredery fragmented in relation to various levels of government in Bitich
inevitably affects consolidated pr@ins. This is also likely due to the fact that cybersecurity
educators available are few and far between there are no systematic qualification
programmes for educators. However, qualification programmes for cybersecurity educators
are being explored to syport the small cadre of existing professional educators.

At the higher education level, Bosnia and Herzegovinalggs publicuniversities: University

of Sarajevo, University of Banja Luka, University of East Sarajevo, University of Mostar,
Universityof Tuzl a, University amdfUniv8reit)Dizeana | U mBii j erdg i€t y
Mostar. Of the three that were represented at the review, there appeared to be consensus in

that universities irBiHoffer some undergraduate and postgraduate cybersdguwburses as

8American University in Bosnia and Herzegovina. Master’' s
https://aubih.edu/en/fst-masterscsprogram.htmi(Accessed 13/12/2018)

70 American University in Bosnia and Herzegovina. Doctoral Degree Program in Cyber Security. Available at
https://aubih.edu/en/fst-doctoratcsprogram.html(Accessed 13/12/2018)

INCSI (2018) Bosnia and Herzegovina [online]. Availahtépat//ncsi.ega.ee/country/ba/(Accessed

13/12/2018)

49| Cybersecurity Capacity ReviBwesnia and Herzegovina 2019


https://aubih.edu/en/fst-masters-cs-program.html
https://aubih.edu/en/fst-doctoral-cs-program.html
https://ncsi.ega.ee/country/ba/

part of their Faculty of Engineering (engineering is still the term used to refer to computer
systems, electrical engineering or computer science). Courses also exist at a doctoral level,
but are much scarcer. These courses cover topics asicghformation security, security and
safety in cyberspace, security culture awareness, computer crime and cyber law. This shows
that computer science courses that may have a security compoasntoffered but no
cybersecurityrelated courses aréaught Some educational courses exist in cybersecurity
related fields, such as information security, network security and cryptography, but
cybersecurityspecific courses are not yet available.

The University of Sarajevo, for example, recently launched Bosdia aHer zegovi na’ s
Internet exchange platform, in order to create opportunities for ttiee joint organization of

research activitiessymposia, conferences, seminaas well as through studying problems of

common interest and finding the best ways of solving thérthe University also offers some

courses that include summer school and skiertm courses. As undergraduates, students can

choose cybersecurity traininghd education related to law enforcement and criminology. In

order to be accredited they must complete the third year of University. At a postgraduate

level, a high level of technical knowledge is required, making the uptake of the sonose

limited. Stwents ata Mast er s’ | evel are able to choose
Department ofTelecommunications (in the first year), which cover maostly cryptography, and

in the second year, they are able to select a course idmartment of Computing. But thes

are all elective modules and not compulsdoy oneto be able to graduate with a degree in

Computer Science. Participants from the education sectors shared that these courses usually
attract betweentwo to twenty students a year.

It was not clear fronthe review whether students at any of the levels of education described
above, showed demand for cybersecurity education. In terms of administration, the need for
enhancing cybersecurity education in schools and universities has been identified by leading
government, industry, and academic stakeholders. Schools, government, and industry
collaborate in an athoc manner to supply the resources necessary for providing cybersecurity
education. A national budget focused on cybersecurity education is not ydilisstad.

D 3.3 FRAMEWORK FBROFESSIONAL TRA(IIN

This factor addresses the availability and provision of cybersecurity training prograi
building a cadre of cybersecurity professionals. Moreover, this factor reviews the upt:
cybersecurity training and horizontal and vertical cybersgcknowledge transfer within
organisations and how it translates into continuous skills development.

72University of Sarajev(2018)Cooperation between the Ministry of Communications and Transport of BiH and
the University of SarajeviAvailable ahttp://www.unsa.ba/en/novosti/cooperatiorbetweenministry-
communicationsandtransportbih-and-universitysarajevo (Accessed 13/12/2018)
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Stage:Start-up ¢ Formative

Bosnia and Herzegovina offers some cybersecuréining programmes to professionals

working in different sectors, but this provision appears to behad, and not readily

recognised by the governmentThis lack of recognition was pointed out as one of the factors

behind the low number of cybersecuriaware experts and the prevalence of software

developers. Participants expressed the need for this training to become more systaitgatic
coordinated and recognised on the national | ev
(2015) however, this coordination is currently hampered by the lack afeatral contact

point on the state leveland ‘extremely weak cooperation between institutions and
universitiesto successfully apply for and adequately distribute investments for cgbargy

training and cooperation? Participants also indicated that they hoped this might change with

the devel opment and i mplementation of the <cou
three people in the country have gone through accredited cybersgcuwaining; and among

those three, only one ia Certified Information Systems Security ProfessioG&EEP It was

indicated that in the market for professional education and training there is a space and need

for cyber awarenessyith cybersecurity foused on data protection being an area identified

as particularly lacking, especially on a regional leVhlere are some projects in critical

infrastructure but there is a gapn the ground inside the political system to strengthen that

space.

Within pulic institutions, training on cybersecurity issues both for IT and general staff is
limited and often takes placeontingent onthe incentive of the respective management in
the institution. At the State level, initiatives exigiut these rely on individal institutions
expressing the need for adequate trainirapd for it to be then carried out. The trainings
offered can vary between general cybersecurity training and certified courses, but resources
still appear to lack. In order to receive appropriattdfication, accredited courses require
that the member of staff passes an exam.

In the private sector, though training appears to be available in some institutions, some
participants remarked that certificatios dften not mandatory. Some certificatios available

from companies such as Microsoft and Cisco, though these tend to be more expensive. Other
local companies such as NESECO also provide accredited sérvibesmain training
available is innformation security; certification as anformation security auditor does not

yet exist in Bosnia and Herzegovina. The ability to address an incident is prioritised over the
empl oyee's accreditation in any particular are
formal training is not a guirement. Companies sometimes also opt for outsourcing the work

in response to a specific incident, rather than to preventatively invest in staff that will be able
to keep the knowledge thouse and later also be able to transfer it to other members ef th
team.

73|TU (2018). Readiness Assessment Report to Establish a CIRT Network in Bosnia and Herzeg@®ina, p.24
“Barakovi ¢, S. and Jasmina Barakovi ¢ Husi ¢ (2015). “t We
Cybersecurity i n Brdosmatiora&Sacuriy: Ad tnternadional Jourmalavol.[8aline]

Available atttp://dx.doi.org/10.11610/isij.3205Accessed 15/12/2018), p. 16.

75 Neseco Available at https://www.neseco.ba/trainings (Accessed 15/12/2018)
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In contrast, exceptions appear to exist in the telecoms sector where there is significant money
invested in the training of its people whether ig in person, online or abroadlhese
companies do seem to invest in their employees in the hopesstthsitknowledge will stay in
house and later transferred to other

RECOMMENDATIONS

Following the information presented on the review of the maturitgpbersecurity education,
training and skills the following set of recommendations are provided to Boshia and
Herzegovina. These recommendations aim to provide advice and steps to be followed for the
enhancement of existing cybersecurity capacity, following the considerations of the GCSCC
Cyberseclity Capacity Maturity Model.

AWARENESS RAISING

R31 Appoint a dedicated body within each of the entities of Biktl BDwith a
mandate to develop and implement a planned national cybersecurity awareness
raising programme alagside asingledesignatedbody at the tate level as well.

The designated body at the state level showdrdinate and cooperate with key
stakeholders, in particular those who participated in the review, representing
private sector, civil society, and international partseand gvernment bodies
who will be responsible for delivering the programmes to the rest of the
population. This could be done through efforts coordinated with other Western
Balkan countries, so common threats are addressed.

R32 At the entity and canton levelsand BD implement portals to disseminate
materials for various target groups. Ensure aligning of this effort with existing
platforms to avoid duplication. Thcould be coordinated at thdate level, but
managed locally and targeted to the specific audienof the individual entities
and cantons.

R3.3 Coordinate an awarenesaising effort, for instance through the dedicated
cybersecurity awareness month (in October) and develop materials for specified
target groups and sectors, based on internationabd) practice. This could be
coordinatedlocally, but overseen by a national body.

R3.4 Once the single dedicated body at the state level is established, it should be
responsible forintegrating cybersecurity awarenesgaising efforts into ICT
literacy courses and build upon existing initiatives as established vehicles for
cybersecuity awarenesgaising campaigns.articularly, the initiativesalready
identified by the Communications Regulatory Agency (CRWA9, Ministry of
Security of BiH and the Ministry of Tramspand Communications of BiH to
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R3.6

R3.7

R3.8

R39

R3.10

R3.11

R3.12

continue their work throughout 2019 using the recommendations offered by this
report.

The regional and national awarenesssing campaigns proposed by DU
should be extended and directed to the general publith a focus on women
and other underrepresented group$his programme should be in coordination
with other ongoinginitiatives in order to make the awarenessising more
effective.

Establishmetricsfor assessing cybersecurity awareness raising progranames
ensure that evidence of application and lessons learnt feed into existing and
newly-developed programmes.

Develop a dedicated awarenesssing programme for executive managers
within the public and private sectors, as this group is usually the final arbiters on
investments into security.

FRAMEWORK FOR EDUCAT

Coordinate efforts between universities to offer joint lecture series or seminars
to increase the knowledge exchange in cybersecurity within the country. This
could also open discussions for best practicesy/lrereducation and awareness
raising.

Develop partnerships for the development of interfaces for research, innovation
and interaction between universities and the private sector.

Develop qualification programmes for cybersecurity educators and start building
a cadre of existing and nepvofessional educators to ensure that skilled staff are
available to teach newlormed and existing cybersecurity courses. Consider
invited guest speakers from other countries in the region or further afield.

Include cybersecurity modulesind courgs as part of the core curriculum of
undemgraduate level education in all Science and Engineering departments at
universities. Cybersecurity orientation courses should be integrated in all
university courses.

Create cybersecurity education prograrasfor noncybersecurity or computer
science experts and make them available as electives at universities and other
higher education bodies, for those interested more generally in this topic. This
might also create opportunities in the future for interdigiinary work, thus
enhancing the overall education framework in BiH.

53| Cybersecurity Capacity ReviBwesnia and Herzegovina 2019



R3.13

R314

R315

R3.16

R3.17

R3.18

R3.19

R3.20

Qollect and evaluate feedback from existing studemishe type of cybersecurity
courses they are interested ifurther development and enhancement of
cybersecuritycourse offerings.

Consider promoting cybersecurity as a career in schools and universities at both
state and entity leveland BD

Allocate national budget for cybersecurity educationbatth state and entity
leveksand BD

Develop the opportunity for scholarships in cybersecurity studies across all levels
of higher education. These could be sought through partnershipih
international partners and donors.

Create initiatives to advance cybersecurity education in grénary and
secondary school curricula, through compulsory courses on cybersecurity but
alsothroughevents such athe Awareness Monthyith a specific focus on topics
relevant to youngeople

FRAMEWORK FOR PRCEHESAL TRAINING

Identify training needs and develop training courses, seminars and online
resources for targeted demographics, including #idrprofessionals. Cooperate
with the private sector to develop those offerings. These offerings could be
organized across jurisdieons, cantons, entitiesand BDin order to share
experiences.

Provide training for experts on various aspects of cybersecurity, such as
technical training in data systems, tools, models, and operation of these tools.
Make this part of the standarttaining for any IT professional in both public and
private sectors. These trainings could include:

a) Dealing with electronic devices and recognition of devices which may
contain evidence of crime

b) Search of computers and other electronic equipment (mahlilenes,
etc.).

c) Analysis of digital evidence and its presentation

d) Use of the internet as an open source tool in investigation

e) Interception of electronic messages

f)  Training on various types of cybercrime including paedophilia

g) IT system protection ansecurity.

Create a knowledge exchange programme targeted at enhanced cooperation
between training providers and academia.
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R3.21

R3.22

R3.23

R3.24

R3.25

Establish continuous training for IT employees and general employees regarding
cybersecurity issues. The frameworktlois training could be developed to meet
particular needs of the organizatipdepending on the level of vulnerability to
which they are exposed. Traihe-trainer opportunities should also be
considered within the same organisations.

Within the polce, training on cybersecurity topics should be increased and
structurally distributed to the lowest level of police personnel.

Promote international cybersecurity certification courses and subsidize the high
cost of such courses.

Create inentives for cybersecurity experts to stay in the country and get more
involved in cybersecurity matters, including creating a business environment,
which fosters innovation and entrepreneurship.

Promote the recognition of professional cybersecutityining programmes to
governmentdecision makers.
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LEGAL AND REGULATORY
FRAMEWORKS

This dimension examines the government’'s capac
directly and indirectly relating to cybersecurity, with a particusnphasis placed on the

topics of ICT security, privacy and data protection issues, and other cyberrelsted issues.

The capacity to enforce such laws is examined through law enforcement, prosecution, and

court capacities. Moreover, this dimension ebges issues such as formal and informal

cooperation frameworks to combat cybercrime

D 4.1 LEGAL FRAMEWCER

This factor addresses legislation and regulation frameworks related to cybersec
including: ICT security legislative framewogiksvacy, freedom of speech and leér human

rights online data protection child protection consumer protectionintellectual property

andsubstantive and procedural cybercrime legislation.

Stage:

Bosnia and Herzegovin@iH)has acomplexsystem ofgovernancethat is reflected in the
existing legislation of the country. BiH is composed of the Federation of Bosnia and
HerzegovinaFBiH) the Republic of Srpsk®S)}a nd t h e B (BDkwhichlaiesdfr i ct
governing entities each with itswvn Criminal Code and Criminal Procedural Code that address
offences related to cybercrimé.

At the state level, the Criminal Code and Criminal Procedural Code focus on tackling the most

serious criminal offences such as organised crime and crimes tlgamanity. Issues related

to cybersecurity and cybercrime are therefore dispersed under four Criminal Codes and Laws

on Criminal Proadure (one at the state levelwoat t h e e randioneiat8Pp ’ l evel

76 Murtezic, A. (2019Assessment of compliance of the criminal codes in Bosnia and Herzegovina with the council
of Europe cybercrime convention. Available at
http://krimteme.fkn.unsa.ba/index.php/kt/article/viewFile/169/pdfAccessed /A1/2018)
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Despitethe fact thatBiH signed the BudapeS€obnventionon Cybercrimen 2005 and ratified

it in 2006(with it enteringinto force in the same yegrthe existing legislations at the state
level are only partially harmonised andveanot fully implemented the provisions of the
Convention.” Also, adpted or amended legislation does not cover all aspects of

cybersecurity, such as human rights protection online and consumer protection and

intellectual property online.

The most rel evant l egislative frarntemer ks

landscapeat the state levebre:

Law Implementation Article
Criminal Cod¢’ Criminal offenses related to | 242, 243, 244, 245, 246
violation of copyright
(Implemented)

Incitement of national, racial,

and religion hatred, discord, | 145
and intolerance

(Partially implemented)

Corporate liability 122
(Implemented)

Attempt and aiding or abetting
(Implemented) 29, 30, 31

Criminal Procedural Code Definitions 20
(Partially implemented)

Production order 72a
(Implemented)

Search and seizure of stored 51
computer data
(Implemented)

Surveillance and technical | 116
recording of
telecommunications
(Partially implemented)

Law on the Protection of Data security 11
Personal Dat& (Partially implemented)

Law onthe Protection of Protection of classified data | 77
Classified Data (Partially implemented)

Law on Communicatiofis Data security 5,15

77 DiploFoundation (2016) Cybersecuiiitythe Western Balkans: Policy gaps and cooperation opportunities.
Available atttps://www.diplomacy.edu/sites/default/files/Cybersecurity%20in%20\Wser%20Balkans. pdf
(Accessed 9/11/2018)

78 Criminal Code of Bosnia and Herzegovina, Official Gazette of Bosnia and Herzegovina, 3/03, 32/03, 37/03,
54/04, 61/04, 30/05, 53/06, 55/06, 32/07, 8/10, 47/14, 22/15, 40/15.

79 Criminal Procedural Code, Officialz8tie of Bosnia and Herzegovina, 3/03, 32/03, 36/03, 26/04, 63/04, 13/05,
48/05, 46/06, 76/06, 29/07, 32/07, 53/07, 76/07, 15/08, 58/08, 12/09, 16/09, 93/09, 72/13.

80 Law on Protection of Personal Information, Official Gazette of Bosnia and Herzegoviria 43206.

81 aw on Protection of Classified Information, Official Gazette of Bosnia and Herzegovina, 54/05.

82 _aw on Communications, Official Gazette of Bosnia and Herzegovina, 33/08,
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(Partially implemented)

Law on Electronic Signatuire Fully implemented
Law on Electronic Legal and Fully implemented
Businesgransaction$’
Law on Prevention of Money Partially implemented 26
Laundering and Financing of
Terrorism®

( 2NNR SR FTNRBY . I NI {@®@3)and Souncit oEuilofe @ctdpud Qyterkriime Community,

Country Wiki")

The failure to fully implement thee legislations(see above)suggests the need for the
harmonisation ofegal regulationsn the field of cybersecuritat the state level.Especially,
since one of the main foreign policy objectives of BiH is to jerEur@ean Union, safeguards
will need to be puin place for the enforcemerdnd synchronisationf these legislabns.

TheConstitutior?® guarantees basic human rights and freedom of speech uAdésie 2
Article 2- Human Rights and Fundamental Freedoms

1. Human Rights
Bosnia and Herzegovina and both Entities shall ensure the highest level of
internationally recognized human rights and fundamental freedoms. To that
end, there shall be a Human Rights Commission for Bosnia and Herzegovina
as provided for in Annex 6 to théeneral Framework Agreement.
2. International Standards
The rights and freedoms set forth in the European Convention for the
Protection of Human Rights and Fundamental Freedoms and its Protocols
shall apply directly in Bosnia and Herzegovina. Thiesk lsave priority over
all other law.

3. Enumeration of Rights

g) Freedom of thought, conscience, and religion.
h) Freedom of expression.

83 Law on Electronic Signature, Official Gazette of Bosnia and Herzegovina, 91/06.

84 aw on Electronic Legal and Business Transactions, Official Gazette of Bosnia and Herzegovina, 126/07.
85Law on Prevention of Money Laundering and Financing of TerroriditiaD&azette of Bosnia and
Herzegovina, 47/14.

86 Barakovic, S., & Husic, J. B. (2015) "We Have Problems For Solutions": The State Of Cybersecurity In Bosnia and
Herzegovina. Information & Security, 32(2)(Accessed 9/11/2018)

87 Council of Europe. @opus Cybercrime Community (2017) Bosnia and Herzegovina. Available at
https://www.coe.int/en/web/octopus/country-wiki/-/asset publisher/hFPA5fbKjyCJ/content/bosaiad
herzegovina? 101 INSTANCE hFPA5fbKjyCJ viewModéswimssed 9/11/2018)

88 Constitution ofBosnia and HerzegovinAvailable at
https://www.wipo.int/edocs/lexdocs/laws/en/ba/ba020en.pdiAccessed 9/11/2018)
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i) Freedom of peaceful assembly and freedom of association with others.

With regards tothe freedom of epression (including the press) the Human Rights Report
provided by the U.S. Departmentof Stdteo r 2017 st ated that the *gov
this right remai neadntinpedoirnt, i miedatrirda m,g Hhar ashseme n
against journal st s and n'éDespiethe fadt khat freedom of expression is

protected by the Constitution, still scarce implementation of the law often leads to
undermining the press freedomi$BiH also joined the programme funded by the Council of

Europeand he EU on ' Reinforcing Judicial Expertise
inSouthEast Europe (JUFREX)’' that provides traini
and public service media BiH has not adopted specific Isfgition on human rights online.

According to the Human Rights Report provided by the U.S. Department off&t£2617

there was no violation of Internet freedom by the governmeént.

At the state level, BiH lacks amprehensive legislation atfie protection of children online.

Nonethelessthe Ministry of Security of BiH in cooperation with other Ministries and the NGO
sector prepared t htorChid €rotecéon and Prévention of Violdhdea n

against Children throughinformationnCommunicabns Technologs in Bosnia rad

Herzegovina 2002015’ t hat has been adopof8H*“Gng t he Co
participant added that many other activities are currently being carried out concerning child

protection on the Internet, conducted by the Ministry of Security of BiH and other Institutions.

However, at the entity level and B[Rgislations addressiniipe protection of children online

were adopted underArticles211 and 212f the Criminal Code dhe Federation of Bosnia

and Herzegovina, Articles 199 and 200 of the Criminal Code of the Republic of(R)skad

Articles 186, 208, 209 of the Crimit2lb d e of t he Br ¢ko District (BD)

Articles 211 and 212 of the Criminal Code of Federation of Bo&riziH)
Article 211
Abuse of a Child or Juvenile for Pornography
(1) Whoever photographs or films a child or juvenile with an aim of developing
photographs, audievisual tapes or other pornographic materials, or
possesses or imports or sells or deals in or projects such material, or induces

such persons to play in porgoaphic shows, shall be punished by
imprisonment for a term between one and five years.

89 Constitution of Bosnia and Herzegovina. Available at
https://www.wipo.int/edocs/lexdocs/laws/en/ba/ba020en.pdfAccessed 9/11/2018)

90US Department of Stat®Bosnia and Herzegovina 20idman Rights Report. Available at
https://www.state.gov/documents/organization/277391.pdAccessed 14/11/2018)

91 bid.

92 Council of Europe. Freedom of Expression. Reinforcing Judicial Expertise on Freedom of Expression and the
Media in SoutkEast Europe (JUFREX). Availablgtps://www.coe.int/en/web/freedom-expression/promoting
freedom-of-expressiorn-southreasteurope(Accessed 14/11/2018)

98 US Department of Stat®osnia and Herzegma 2017Human Rights Report. Available at
https://www.state.gov/documents/organization/277391.p@dAccessed 14/11/2018)

94Bosnia and Herzegma, Council of Ministergction Plan foChild Protection and Prevention of Violence against
Children through Informatiof€ommunications Technologies in Bosnia and HerzegovinaZillz Available at
http://msb.gov.ba/PDF140605 Nasilje_engleski_SG_ver2 (htfcessed 20/03/2099
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(2) Items meant or used for the perpetration of criminal offence referred to
in paragraph 1 of this Article shall be forfeited and the items produced by the
perpetration of criminal offence referred to in paragraph 1 shall be forfeited
and destroyed.

Article 212

Introducing Pornography to a Child

(1) Whoever sells, shows or renders available through a public display or in
any other way writings, pictures, audidsual and other objects containing
pornography to a child, or whoever shows him a pornographic show, shall be
punished by a fine or imprisonment for a term not exceeding one year.

(2) The items referred to paragraph 1 of this Article shall be forfeited.

Neverthelessthe legislation in FBiH doest connect this offence witlthe use ofcomputer
or internet . I n contrast, the Criminal Code of
who commit this crime via the internet.’

At the state levelthe legislatons addressingntellectual property arecovered under Article
243 (Impermissible Use of Copyrights) of the Criminal Code of Bithah@won Copyright
and Related Rights (20).°” The Criminal Code &iHcovers‘a general problem of copyright
infringementhoweverexcludes reference tir technologie’s™ Similarly at the state leveBiH
has adopted the Consumer Protection Act (200wever itlacksprovisionsthat would
protect consumers against online fraud and other forms of cyberctime.

During the review, participants referred to the Constitution of Bosnia and Herzegovina as the
legislative framework which regulates personal data protectiiBased on ddsresearch
‘BiHhas ratified the Council of Europe Convention for the Protection of Individuals with regard
to Automatic Processing of Personal D4ETS No.108)and its adiional protocol:***
Pursuant to the Constitution of BiH arbde Convention the country adopted a Law on

9 Criminal Code of Federation of Bosnia.Available at

http://www.tuzilastvobih.gov.ba/files/docs/zakoni/FBH _CRIMINAL _CODE_36 @Agquissed 9/11/2018)

96 Murtezic, A. (2014) Assessment of compliance of the criminal codes in Bosnia and Herzegovina with the council
of Europe cybercrime convention. Available at
http://krimteme.fkn.unsa.ba/index.php/kt/article/viewFile/169/pdfAccessed 9/11/2018)

97 Law on Copyright and Related Rights (2010). Available at
http://www.ipr.gov.ba/upload/documents/dokumenti_podstranice/pravna

regulativa/Engleski/IP_Laws_and Reguolas in_BIH/law_on_copyright_and_related_rights.pél€cessed

9/11/2018)

98 Murtezic, A. (2014) Assessment of compliance of the criminal codes in Bosnia and Herzegovina with the council
of Europe cybercrime convention. Available at
http://krimteme.fkn.unsa.ba/index.php/kt/article/viewFile/169/pdfAccessed 9/11/2018)

99Consumer Protection Act (200Bvailable at
http://www.libertasinstitut.com/de/News&Termine/08.BiH.Consumers%20Law%20EN.pdf

100 Constitution ofBosnia and HerzegovinAvailable at
https://www.wipo.int/edocs/lexdocs/laws/en/ba/ba020en.pdfAccessed 9/11/2018)

101 Eyropean Commission (2018) Bosnia and Herzegovina 2018 Report. Available at
https://ec.europa.eu/neighbourhooénlargement/sites/near/files/201804 :Bosniaand-herzegovina

report.pdf (Accessed 16/12/2018)
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https://ec.europa.eu/neighbourhood-enlargement/sites/near/files/20180417-bosnia-and-herzegovina-report.pdf

Personal Data Protection in 2006 in order to harmonise it withEkHaw required bythe

Stabilization and Association Agreemétit.”* This followed the creation of the Personal Data

Protection Agency in 2008ccordingtosowres, in 2017 ‘the Agency rec
against data controllers in the publ'c and pri

The domestic legislation reflects provisions of the Data Protection Directive 95/861ce

the General Data Ptection Regulation (GDPR) came into force in May 2B mightwant

to consider revising the domestic legislation based on the GDPR. This has been confirmed by
the participants indicating that the Council of Ministers is in the process of updating the
regulation to meet the requirements under the GDEI.6/679 and the Directive 2016/680

The following table explains the implementation of substantive law provisabiise entity
leveland BDin accordance with the Budapest Convention.

CybercrimeConwention
y . . CC FBIH CCRS ccBD
directives
Article 2—lllegal access Article 397 grg;:je Article 391
Article 3—lllegal interception Article 393 p. Article 174 Article 387 p.
(2) (2)
. . Article 393 p. Article Article 387 p.
Article 4—Data interference (1) 292y 1)
. Article
Arti:t';fe_rfrf;em Article 396 292b, Article 390
292d
. . . Article 393 p. | Article 281 | Article 387 p.
Article 6—Misuse of devices (). (6) i 308 (@), (5)
Article 7— Computerrelated Article 394 p. Article Article 388 p.
forgery (1) 292h, 292¢g (1)

102] aw on Personal Data Protection (Official Gazette of BiH, No. 49/06) Available at
http://www.sipa.gov.ba/assets/files/laws/en/Ip4D6.pdf (Accessed 9/11/2018)

103 Official Journal of the European Union. Stabilisation and Association Agreement between the European
Communities ad their Member States, of the one part, and Bosnia and Herzegovina, of the other part. L 164/2.
Available atttps://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A22015A0630%280R¢C8ssed
9/11/2018)

104 European Commission (2018) Bosnia and Herzegovina 2018 Report. Available at
https://ec.europa.eu/neighbourhoognlargement/sites/near/files/2018041-Bosniaand-herzegovina

report.pdf (Accessed 16/12/2018)

105 Directive 95/46/EC of the European Parliament and of the Council of 24 Odi®®8ron the protection of
individuals with regard to the processing of personal data and on the free movement of such data. Available at
https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A31995L QAdéessed 9/11/2018)
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Article 8— Computerrelated Article

fraud Article 395 202b, 2929 Article 389
Article 9— Offences related to Article 211 Article 199 Article186 p.
child pornography i 200 (3), 208, 209

Article 10— Offences related

o . Article 256,
to infringements of copyright - - 257
and related rights
Article 11— Attempt of aiding . Article 21,
. Article 28, 31 -
or abetting ! 23, 24,25
Article 12— Corporate liability Section 14 Section 14 -
Article 13— Sanctions and i i i
measures
CC (Criminal Code), FBIH (Federation of Bosnia and Herzegovina), RS (The RepublicRsrpékB)r ¢ k o Di st ri kt)

(Borrowed from Council of Europe, Octopus Cybercrime Community, Country Wiki)

The following table presents the implementation of procedural law provisio@&cordance
with the Budapest Convention.

CybercrimeConvention CPC CPC
. . CPC BIH CPCRS
Directives FBIH BD
Article16— Expedited . Article
. Article
preservation of stored computer| - 86a 115, 129, -
data 131, 137
Articlel7— Expedited . Article
. . Article
preservation and partial - 86a 115, 129, -
disclosure of traffic data 131, 137
. . . Article Article
Article18- Production order Article72a 86a 137 -
Article19- Search and seizure 0 i Article Article i
stored computer data 65 115
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Article20— Realtime collection Article 65 Article -Section
of traffic data p. (6) 130 17
Article21— Interception of Article Article Section
content data 116 130 17
CPC (Criminal Procedur al Code), FBIH (Federation of Bosnia and Herzegovina),

(Borrowed from Council of Europe, Octopus Cybercrime Community, Country Wiki)

For instance, with regards to seizure (Article 19) and interception of content data (Article 21)
of the Convention, the Criminal Procedu@odes at the entity levelcomply with the
requirement of the Convention since all provisions on actions to obtditeace, seizure of
objects and special investigative measures explicitly include computers and computer
systems%®

D 4.2 CRIMINAL JUSH SYSTEM

This factor studies the capacity of law enforcement to investigate cybercrime, and the
LINPaSOdziA2y Qa OF LI OA (igktroficCevidet® cases/ Binaly &his S
factor addresses the court capacity to preside over cybercrime cases and those involvi
electronic evidence.

Stage:

Across the criminal justice system, capacities laetween startup and formative stages of
maturity inBosnia and HerzegovinBif).

BiH has a vey complex organizational criminal justisgstem which is determined by a
complex constitutional structure of the statd? ar t i ccomneemtdrysihdicated that
institutional capacities to tackle cybercrime issuemain at the entity level and in BD.

At the state level,there is no specialised cybercrime und combat cybercrime.The
Directorate for Coordination of Police BodieBafiwithin the Ministry of Securityonly fulfils
acoordiating roleand managesnter-entity requests'®’

106 Murtezic, A. (2014) Assessment of compliance of the criminal codes in Bosnia and Herzegovina with the
council of Europe cybercrime convention. Available at
http://krimteme.fkn.unsa.ba/index.php/kt/article/viewFile/169/pdfAccessed 9/11/2018)

107 Council of Europe (2017) iPROCEE®28eral guide on Protocols on interagency and international
cooperation for investigations involving proceeds from crime online. Available at
https://www.coe.int/en/web/cybercrime/iproceedgAccessed 9/11/2018)

63| Cybersecurity Capacity ReviBwesnia and Herzegovina 2019

RS

(The


http://krimteme.fkn.unsa.ba/index.php/kt/article/viewFile/169/pdf
https://www.coe.int/en/web/cybercrime/iproceeds

State level

Directorate for Coordination of Police
Bodies of BiH

State Investigation and Protection Agency
Border Police

Agency for Forensic Testing and Expertise
(Ministry of Security)

Entity level
Republic of Srpska

Unit for Preventing Higkech
Crime

(Ministry of Internal Affairs)

Entity level
Federation of BiH
Police Administraton
(Ministry of Interior)

Entity level
Brcko District
Police of Brcko District

Figure2: Police mstitutions responsible for tackliraybercrime in BiH

At the entity level, theFederal Police Administratiasf the Federation of BilFBiH)and the
Ministry of Internal Affairsof the Republic of SrpskfRS)are in charge of carryingut
investigations related to cybercrime and digital forensi¢églowever, within the entities, only
the Republic of Srpskaas a specialised police cybercrime uiihe Unit for Preventing High
tech Crime located within the Ministry of Internal Affairghat has sufficient capacity to
combat cybercrime and perform digital forensi¥githin the Brcko District (BD3pecialied
investigators within the Police of Brcko Distiiintestigatecybercrime cases®

Digital forensics capacity is decentralised agpdime different institutions athe state,entity
leveland BD

At the entity leveland in BD:

- Unit for PreventingHightech Crimé' formed in 2010 and isocated within the
Criminal Investigation Department of the Ministry of Internal Affairs of Republic of
Srpska

- Police of Brcko District

At the state level
- State Investigation and Protection Agency of BiH
- Border Police of BiH
- Agency for Forensic Testing and Expertise of'BiH

108 Council of Europe. Octopus Cybercrime Community (2017) Bosnia and Herzegovina. Available at
https://www.coe.int/en/web/octopus/countrywiki/-/asset publisher/hFPA5fbKjyCJ/content/bosaiad
herzegovina? 101 INSTANCE hFPA5fbKjyCJ viewModéAwimssed/A1/2018)

1091hid.

110 Ministry of Interior of theRepublic ofSrpskaUnit for Preventing Higkech Crime. Available at
http://mup.vladars.net/vtk/home_en.htm{Accessed 9/11/2018)

111 Council of Europe. Octopus Cybercrime Community (2017) Bosnia and Herzeghvaiable at
https://www.coe.int/en/web/octopus/countrywiki/-/asset publisher/hFPASfbEJ/content/bosnieand
herzegovina? 101 INSTANCE_hFPA5fbKjyCJ viewModé~xwtessed 9/11/2018)
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The Unit for Preventing Higech Crime works closely with the Department for Information
Security within the Agency for Information Society of Republic of S(EKHat functions as
the first official CERT at the entity level since 20R&trticipants noted that computencidents
can be reportedto the police and then forwarded to the Ministry of Interio&ince the
Criminological Police Sector of tRederal PolicAdministration of the Federation of BiH does
not have a dedicated cybercrime urdhd lacks sufficient capacitg investigate offenses
committed against computer systenisrelieson thecapacity of the Center for Forensics and
IT Support? within the Fealeral Police Administratiofi? Similarly, Brcko Distrialoes not
have aspecialised cybercrime urtib carry outcybercrime investigations.

At the state leveltiwas not possible to obtain a clear picture regarding the capacity of law
enforcement,prosecutas and judgeshowever, participant comments suggested that the

judiciary, prosecutors and the police do not have adequate knowledge and skills to investigate
cybercrime casesAt the state levelthe Agency for Education and Professional Training

(AEPTM) established 2009is in chargeof* pr ovi di ng research and educ
police educat i“dcCygberaimelinvestigationare toyeted in the training

catalogue of the specialist training programnzesl available to law enforcement agencies of

the Ministry of Security in BiH> The website of thé\gency highlights active cooperation with

the EU throughCEPOLERONTE2Nnd TAIEX® Based on sources, the MoU signed between

the Ministry of Security of BiH anEOL provides a platform to train police officers according

to BJ standards''’ However, it was also not clear hathe trainings n cybersecurityare

disseminated to the lowest level of police personmnehether there is a structuretraining

planthat law enforcement should follow or any official arrangeménplacewith academia

and industry to support trainirggon cybercrime. According to desk research, mosthef

trainingsar e ‘i nf or mal and based.®n personal effort

One participat acknowledged that particular problem in educating police officers is the lack
of specialized trainingn cybercrime(e.g.: intellectual property theft), financial crinfe.qg.:
money launderiny regardless of the level of government since the situattothe same at all
state levels. In previous years, there have been more tragnimganized by internationally
funded projects and organizations, bahly a small nhumber of policemen wemrgenerally
present, although all inspectors should attend such trainitig2019 some trainings were
planned related taligital forensics and familiarigg police officers witlnvestigativeforensic
techniques ad computer crimes, includingiethodsof executing cybercrimeffenses that,

112 Ministry of Interior of Government of Federation of Bosnia and Herzegovina. Internal Organization of the
Federal Police Administration. Available at
http://www.fbihvlada.gov.ba/english/ministarstva/unutrasnji_poslovi.phi{gccessed 9/11/2018)

113Barakovic, S., & Husic, J. B. (2015) "We Have Problems For SolutierStafé Of Cybersecurity In Bosnia
and Herzegovina. Information & Security, 32(2)Atcessed 9/11/2018)

114 Agency for Education and Professional Trainihdtps://www.aeptm.gov.ba/en/node/300 (Accessd
9/11/2018)

1151bid.

116 bid.

117 Council of Europe. Octopus Cybercrime Community (2017) Bosnia and Herzegovina. Available at
https://www.coe.int/en/web/octopus/countrywiki/-/asset publisher/hFPA5fbKjyCJ/content/bésand
herzegovina? 101 INSTANCE hFPA5fbKjyCJ viewModéswimssed 9/11/2018)

118 Barakovic, S., & Husic, J. B. (2015) "We Have Problems For Solutions": The State Of Cybersecurity In Bosnia and
Herzegovina. Information & Security, 32(2)(Accesse®/11/2018)
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due to the very nature of modern information technologiasgvery differentfrom traditional
crimesand more sophisticated.

Also, it was highlightethat specialized trainings are often treated in peliagencies aa

‘' r ewa r diWhantrainingi i Held abroadit is very common thathe management
appoints highranking offcids who would soon be retired golice officers who have achieved
good results in their work,e. middle or top management.

At theentity leveland in BDthe police academies within the ministries of interior are charged
with the task of providing education for law enforcement personnélaw enforcement
representatives indicated that there is work being done towards keeping up \agh t
development and equipment used, as well as with the trends in use of digital forensics
equipment. Several participants stated that trainings on cybercrime offered by the police
academes arebasic and often organised jointlyith international and reginal bodiesand
bilateral donors, includinguropol, OSCE, European Aftud Office (OLAFrench Embassy

and the Council of EuropeQoE through the iPROCEEDS projdtiwas pointed out that
additional training is required in this area, as thmvisions only cover basic aspects of
cybercrime often resulting in unresolved legal cases (one of the participants mentioned a case
involving the purchase of drugs online from a European country, where the authorities were
unable to locate the perpetrat). In addition, law enforcement officials are also able to build
their knowledge through additional courses on cybersecurity, but this is optional. Prosecutors
and law enforcement officials are the first responders to cybercrime and need to work
togetherand coordinate from the time of investigation to the interviewing of withesses (
Dimension 2).

At the state level, participants indicated thalhiere are no special courts for handling
cybercrime cases, nor specialisedandatory trainings for judgesand prosecutorson
cybercrime. There is, however, some ad hoc training provided by international cybercrime
specialists.

At the entity leveland in BD there are twotrainingsinstitutions that delivereducation for
judges and prosecutorshe Centrefor Judicial and Prosetarial Training of the Republic of
Srpska andhe Centre for Judicial and Prosecutorial Training of the Federati@&Hihat are
supervised by the High Judicial and Prosecutorial Council ofTBéHtypes of cybercrime
trainingsoffered bythese training institutions however, was unclear.

Several participants referenced that at the entity lewld in BDa limited number of

prosecutors and judges receive -Adc trainings sponsored by international and regional

bodies such as the CoE through the iPROCEEDS pwjéttregards to the insufficient

number of specialised investigat odestionai t he Fe:q
Bosnia and Herzegovina, one participant referred to thetdichifinancial and technical
resourcesavailable.There was a general consensus among the participantsthigsie is a

need formore specialised prosecutorgjdgesand law enforcemenpersonnelto deal with
advancedcybercrime cases.
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D 43 FORMAL AND IGRMAL COOPERATIONAMEWORKS TO
GOMBAT CYBERCRIME

Stage:

This factor addresses the existence and functioning of formal and informal mechanisn
enable cooperation between domestic actors and across borders to deter and ct
cybercrime.

The authorities in 8snia and Herzegovirfave recognised the need to improve informal and
formal cooperation mechanisms, both domestically and across borders.

The wokinglevel cooperation between the judiciary, law enforcement, government and
private sector vas described by participants imformalandpoordue to the different degrees
of cooperationthat existbetween the law enforcement agenciesid 68 ISPsat the state,
entity leveland in BDand the poor implementation ofcurrent legislatiors that are not
sufficient!*

With regards to formal mechanisms ioternational cooperation théMinistry of Justicat the
state levelacts as the central coordinating body for mutual legakistance in criminal
matters.*° Article 4 of the Law oMutual Legal AssistancBI[A) in Criminal Mitters (in force
since 2009%tatesthat MLA requests should go through the Ministry of Justice

Article 4
Channels of Communication

Letters Rogatoryequesting mutual legal assistance of the national judicial authorities
shall be transmitted to foreign judicial authorities through the Ministry of Justice of
Bosnia and Herzegovina. Requests for mutual assistance of foreign judicial authorities
shall betransmitted to the national judicial authorities through the same charifel.

Thelaw also refers to urgent cases where InterpolEurojustcould act as a transmitting
authority to receive MLA requestm the condition that a copy of request is sharadth the
Ministry of Justice®® Also, in exceptional cases the national judicial authorities can directly
request MLA from a foreign judicial authorityBa s e d o n d eofick auth@isesia r ¢ h
BiHdirectly cooperate with police authorities of otheountries, exchange informatioand

119Teleography (2018)ttps://www.telegeography.com/products/globalcomms/data/country
profiles/ee/bosniaand-herzgovinal/regulations.html

120 Council of Europe. Octopus Cybercrime Community (2017) Bosnia and Herzegovina. Available at
https://www.coe.int/en/web/octopus/countrywiki/-/asset _publisher/hFPA5fbKjyCJ/content/bosaiad:
herzegovina? 101 INSTANCE_hFPA5fbKjyCJ viewModé&xwtmssed 9/11/2018)

1211 aw on mutual legal assistance in criminal matters. Official Gazette of Bosnia and Herzegovina, No. 53/09.
122|pid.

123|pid.

124 | bid.
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are able to participate in establishing joint invgstiive teams with other couries on the
basis of the Law oWLAin Criminal Matters***

A 24/7 point of contacunder theDirectorate for Coordination of Police BodiesBiHwas
established in accordance with the Budapest Conventitat closely cooperates wlit
INTERPOLS Participants confirmed that the point of contact able totackle complex
challenges and do verificatis for proceedings and investigations as well.

At the entity levelthe specialised police cybercrime unit of the Republic of Srpakagood
working relationship with ISPs. Informal cooperation exists on a voluntary basis, since ISPs are
not obliged to answer requests coming from law enforcememtly ifcriminal proceedings
are initiated byantthemawmrantisa@ioed lofhe palice Oie fevek e
of cooperation betweedSPsnd police structuresvere described as good.

However, the cooperation does have formal elements. For example, law enforcement c
send a formal requesihen requesting data from ISH=or nstance, data can be requested
from Facebook via police channegf®owever, the police &nnot obtain the content of such
profiles for which the policeeeds to address the request for international legal assistance.
Participants added thathere is a differencéetween requestindP addressesr registration
details. The latter has to go throudghe mutual legal assistanc®{A process With regards

to police requests to foreign entities in relation toombatting online child pornography,
participants described a gooével of cooperation in the épublic of Srpskahe Federation
ofBHand Br c¢ko District

BiH entered into an operational and strategic cooperation \iEthopolunderthe Temporary

decision from 11 December 2013, which atswers computer crimée’.’ The agreement states

that BiH'designates a national contact point to act as the central point of contact between

Europol and other competent authorities of Bif However, accordintp sources, BiH failed

to establish the nationat ont act point for cooperation with E
temporary suspension of t%he application of the

At the state levelthe Ministry of Securityand CEPOéntered into aWorkingagreementin
2014 in order to enhance mutual cooperation on law enforcement traifin@here is a
designated point of contact fanaintaining communicatiomcluding the(state) Ministry of
Securty, the Ministry of the Internal Affairsf the Republic of Srpskanéthe Ministry of the

125Barakovic, S., & Husic, J. B. (2015) "We Have Problems For Solutions": The State Of Cybersecurity In Bosnia and
Herzegeina. Information & Security, 32(2), (Accessed 9/11/2018)

126 Ministry of Security. Bureau for Cooperation with Interp®lailable at
http://www.msb.gov.ba/onama/Default.aspx?id=1697&langTagt&é(Accessed 14/11/2018)

1271bid.

128 Europol (2013) Agreement on operational and strategic cooperation between Bosnia and Herzegovina and
Europol. Available at
https://www.europol.europa.eu/sites/default/files/documents/operational_cooperation_agreement with_bosn
ia_and_herzegovina.p@dAccessed 14/11/2018)

129 Delegation of the EU to BiH (2018) Local EU Statement on EUROPOL National Contact Point. Available at
http://europa.ba/?p=59351(Accessed 14/11/2018)

130CEPOL (2014) CEPOL signs Working Arrangement with BosHieragegovina. Available at
https://www.cepol.europa.eu/media/news/cepeasignsworkingarrangementbosniaherzegovingd Accessed
14/11/2018)
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Interior of the Federation of Bilf! BiH is also member of the Southeast European Law
Enforcement Center (SELEC) with Border Police of Bosnia and Herzegovina acting as the
national contact points for exchange of information.

BiH igpart of is part of IPROCEEBSooperation on Cybercrime project under the IPA; earlier
called Cybercrime@IPAhe iPROCEEDS project that started in 2016 covers seven countries
in the regiontargetting money laundering connected with cybercrime and virtual currency.
TheMinistry of Securitys leading the project, which will be finished by June 2019.

Among the various international cooperation channels available, the engagement with
INTERPOL Sarajewere described as ammportant channels to facilitate crodsorder

cooperation and informatiorsharing. INTERPOL Sarajevo has access to INTERPOL's secure
communication linkage;24/7, which is a restrictedccess Internet portal, providing police

acrost he country instant and automated-2ddccess to
network is considered to be an informal cooperation because it is used only to share
information for intelligence purposes, and not for evidergathering.

RECOMMENDADNS

Following the information presented on the review of the maturity of cyberseclggal and
Regulatory Frameworkshe following set of recomendations are provided t®iH These
recommendations aim to provide advice and steps to be followed for the enhancement of
existing cybersecurity capacity, following the considerations of the GCSCC Cybersecurity
Capacity Maturity Model.

LEGAL FRAMEWORKS

At the state level, conder full implementation of the regulations provided by
the BudapestConvention on Cybercrime by updating and harmonising existing
legislationsSimilarly at the entity leveland in BOully incorporate the principles

of the Convention on Cybercrime in the relevant laws.

At the state level, adopt new and harmonise its current legislation regarding
cybersecurity in lIline with the EU’'s requi
Straegy of the EU and the NIS Directive.

131 Council of Europe. Octopus Cybercrime Community (2017) Bosnia and Herzegovina. Available at
https://www.coe.int/en/web/octopus/countrywiki/-/asset publisher/hFPA5fbKjyCJ/content/bosaiad
herzegovina? 101 INSTANCE hFPA5fbKjyCJ viewModéswimssed 9/11/2018)

132 SELEC. Available http://www.mfa.gov.rs/en/foreignpolicy/eu/regionalinitiatives/seleq(Accessed
9/11/2018)
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At the state level, reorganise existing or establish corresponding bodies for the
enforcement oflegislationaddressing cybersecurity and cybercrime

Consider setting up a periodic process o0
relating to cyberspace to address the dynamics of cybersecurity threats (e.g.:
hate speech online, cybdullying).

Consider harmonising the Law on Personal Data Protegtiinthe GDPR and
ensure that legal mechanisms are in place which enable strategic decision
making Determine the timeframe after which personal data are no longer
required as evidence for investigation and must be deleted. Identify international
and regimal trends and good practices to inform the assessment and
amendment of data protection laws and associated resource planning.

At the state level, dvelop new legislative provisions through mugithkeholder

consultation process o0 n chil dr e n hunansrightseonlme, onl i ne,
consumer protectiononline and intellectual property onlineAlso adopt new

legislative provisions for mandatory reporting of cyber security incidents.

Dedicate resources to ensure full enforcemehexisting and new cybersecurity,
cybercrime and data protection laws and monitor implementation.

Consider developing a platform for sharing electronic evidence between
corresponding bodies both at the state and entity level.

Foster research on human rights on Internet and ensure that measures are in
place to exceed minimal baselines specified in international agreements.

CRIMINAL JUSTICE B8

At the state level, consider establishing a specialised cybercrime whiinge of
investigations related to cybercrime and digital forensics under a corresponding
body. Consider allocating the cybercrime unit under the Directorate for
Coordination of Police Bodies of Bilithin the Ministry of Security or creating a
separate cybercrime unit directly under the Ministry of SecusitisiH

At the state level, consider turning the newly established cybercrime unit into

Bi H s <central point o drime cinvestigations botho car ry
domestically and internationallfOnce the cybercrime unit is established at the

state level under the Ministry of Security of BiH)

At the state level, consider creating a Joint Cybercrime Action TasKib@zeT)
within the newly established cybercrime upit a corresponding bodysimilaty,
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toJCAT | ocated at Europol 'TheTasuforacraldn Cyber
be a standing operational team of cyber liaison officers ftbmFederation of
BosniaandHerzeovi na ( FBi H) , the Republic of Srp
(BD) who would also act as a single point of contact of tregirresponding

entities (FBiH, RS, BDAII these officers would work from the same office to

ensure that they can communicawgth each other easily.

At the state levelconsider creating a National Cybercrime Laboratory/Digital
Forensic Laboratory under the auspices of a corresponding bmdy: gither
under the national BiH CERT or Ministry of Securitgrder to facilitate digital
forensics. This will provide a platform to all law enforcement agencies to carry
out cybercrime investigationat the state level.

Invest in advanced investigative capabilities in order to allow for the investigation
of complex cybercrime cases, supported by regular testing and training of
investigators.

Strengthen national investigation capacity for computelated crimes,
including human, procedural and technological resources, full investigative
measures andligital chain of custodgt all levels

At the state level, develop and institutionalise specialised training programmes
for police, prosecutors and judges on cybercrime and electronic evidence
through CEPOL, EC3 or other organisatiGosisider maikg arrangements with
academic or industry bodies to suppotiie development and delivery of
cybercrime training.

At the state level, consider establishing institutional capacity building
programmes for judges, prosecutors and police personnel Beaurity agencies

to acquire new ICT skills needed for cybercrime investigations (e.g. digital
evidence gathering) and effective ways of enforcing cyber laws.

Consider establishing standards for the training of law enforcement officers on
cybercrimeboth at the state and entity levelnd in BD.

Build a cadre of specialist prosecutors and judges to handle cybercrime cases and
cases involving electronic evidence.

Collect and analyse statistics and trends regularly on cybercrime investigations,
on cybercrime prosecutions and on cybercrime convictions.
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FORMAL AND INFORMBDOPERATION FRAMEWGSR

Strengthen international cooperation to combat cybercrime basadexisting
legal assistance frameworks and enter further bilateral or international
agreements.

At the state level, consider setting up a Threat Intelligence Platform fotireal
information sharing between the newly established cybercrime wmdér the
Ministry of Security) and the newly established national BiH CERT.

Allocate resources to support the exchange of information between public and
private sectors domestically and to enhance the legislative framework and
communication mechasms.

Enhance cooperation between the public sector and banks and other financial
institutions regarding the sharing of incidents, in order to increase the level of
cybersecurity awareness in BiH.

At the state and entity leveand in BD facilitate and strengthen informal
cooperation mechanisms within the police and criminal justice system, and
between police and third parties, both domestically and across borders, in
particular ISPs.
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DIMENSION 5
STANDARDS,
ORGANISATIONS AND
TECHNOLOGIES

This dimension addresses effective and widespread use of cybersecurity technology to protect
individuals, organisations and national infrastructure. The dimension specifically examines the
implementation of cybersecurity standards and good practices, #mayment of processes

and controls, and the development of technologies and products in order to reduce
cybersecurity risks.

D 5.1 ADHERENCE TKANSDARDS

CKAA FILOG2NI NB@ASga 3I20SNYyYSyidiqQa OF LI (
standards and good practice, especiahose related to procurement procedures ai
software development.

Stage:Start-up ¢ Formative

The Law on Standardization of Bosnia and Herzegoviaad the Law on the Establishment

of the Institute for Standardization of Bosnia and Herzegdvihave laid the foundationafr
promoting the voluntary implementation and use of BiH national standards, compliance with
the rules of international and Europeatandardization and the creation of the Institute for
Standardization that acts as an independent state administrative organization for the
activities in the field of standardizatior: The role of thelnstitute includes:1) raising
awareness aboumportance and role of standardization through semin&ypromoting the

133 aw on Standardization of Bosnia and Herzegovina. Official gazette of Bosnia and Herzegovina No. 19/01.
Available atttp://www.bas.gov.ba/images/upload/pdf/institut/zakoni/law_on_standardization.p@ccessed

14/12/2018)
134Law on the Establishment of the Institute for Standization of Bosnia and Herzegovina. Official Gazette of
Bosnia and Herzegovina” No. 44/ 04. Avail abl e at

http://www.bas.gov.ba/images/umlad/pdf/institut/zakoni/law _on_the establishment of the institute.pdf
(Accessed 14/12/2018)
135|nstitute for Standardization. Available fattp://www.bas.gov.ba/button_17.htm{Accessed 14/12/2018)
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development of standardization in order tlfil the conditions for full membership in
European Standards Organizations CEN and CENBLBCtingexperts to participate in
activities of international and European standards working bodies.

However, he review found that participants from both the public and private sectors were
not aware of any ICT standards promoted by the governpwenich suggestthat at the state
levelthereis no obligation to implement any national (or sector specific) ICT security standard.
However, there is a Decision on Adoption of Information Security Management Policy in the
Institutions of Boshia and Herzegovina for the period 20@Z2, which presest the
guidelines and standards for state level institutions in BRdrtcipants addedthat
International Organization for Standardizatid8Q certifications for private companies is not
required by law and thathe implementation ofICT standards anlgest practices iad-hoc.
According to one participant, the Agency for Identification Documents, Registers and Data
Exchange of Bosnia and Herzegovina (IDDEEA) is the only agern@sihgilemented 1SO
27001.

Nevertheless, one participant mentioned thatome institutions have identified and
implementedaninternational standard that specifies requirements for a quality management
system (QMS3uchasISO 9001 adopted by thgentral Bank of Boshia and HerzegoyBii).
According to sourcesn April 2017 an intensive training was provided to employees on the
implementation of ISO quality standards providing the necessary knowledge for ISO 9001 and
its associated certificate’’

One of the main foreign policy objectives of BiH is to becammmber of NATO, therefore

the Ministry of Defence of BiH intends to comply withrresponding membership obligations

Since the country igart ofthe Membership Action Plan (MARR formal step towards joining

NATO- the MoD is required to comply with gain standards and procedurasquired by

NATO. By 2021, the Mabtendsto establisha secure cypee nvi r onment for t he N
network and informationsystems In addition a participant noted thathe MoD appliesa

series of standards that weagpprovedby the ITU and other international organisatians

Similarly, at the state level there is no mandatory standard for any sector related to the
procurement of hardware and software. Based on desk research, the 2004 Public
Procurement Law was in force for ten full yehefore the adoption of the new BiH Laan
Public Procurement in 2014 with the aim of harmonising national legislations with EU
standards'*1n 2011, the basis for-Brocurement habeen established with the introduction

of the GOPROCURE information systeimat makes the submission of procuremén
procedure notices for publicatiofiaster and simplet®® One participant raised concerns
regarding the clarity of the Law on Public Procureme@atrticipants acknowledged that 90%

of the software used by thauthoritiesisrequested basedn functionality andin some cases

on performance; the security element is mostly ignoréd other wordsduring thesoftware
procurementprocess cybersecuritys the last thing consided. One participant added that

136 |bid.

137 Central Bank of Bosnia and Herzegovina (2017) Info CBBH. Available at
https://www.cbbh.ba/Content/Read/610?lang=diccessed 14/12/2018)

138 aw on Public Procurement (2014) Available at
https://www.javnenabavke.gov.ba/leqgislativa/zakoni/Novi_ZJN_BiH_er(Ackfessed 14/12/2018)
139 Pyblic Procurement Strategy 202620. Available at
https://www.javnenabavke.gov.ba/vijesti/2016/Strategija_202620_ en.pdi{Accessed 14/12/2018)
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in some organisations procurement ofwmesoftwarehas notbeen performedn the past 10
years.

Focusing on standards in software development, theredsiferentguidelines in place in both

the public andthe private sectorsbut the extent to which these guidelines are related to
cybersecuriyisnotclearPar t i ci pant s’ ¢ thamantbenstaia tewethdrensd i c at e d
no inhouse software development within the institutionSome participants noted that

outsourcing IT solutionandservices is very comman BiH. For instance, the Mdiashired

a software company that works jointly with the Ministry on the development of the applicable

software.

D 5.2 INTERNET INFRARUCTURE RESILIENCE

This factor addresses the existence of reliable Internet services and infrastructure
country as well as rigorousecurityprocessesfcross private and public sectors. Also, t
aspect reviews the control that the government might haverds Internet infrastructure
and the extent to which networks and systems are outsourced.

Stage:Formative

Liberalization of the telecommunications market adevelopment othigh-speed broadband

interneti N Bi H i s depen detnting mtegration with thé&eWand henge s

alignment of its regulatory and legislative frameworks wHtW acquisfor electronic
communications. The country has lagged behind other Western Balkan countries on the level

of alignment with the relevant EU acquis due to the governance bottlenecks, which in turn

has had an impact on the competition in the telecommunicat® s ect or and t he st a
internet infrastructure.

As far as competition is concernedhete are three dominant telecom operatorsvith
significant market shares)BH Telecom, Telekom Srpske (m:tel), and HT MoEtew out of
these three companie¢BH Telecom and HT Mostaje majority-owned by the entity
government (FBiH)Telekom Srpske (nel) is majorityowned by Telekom Srbija, the
dominant provider of fixed and mobile telephony in Serlsigvatelyowned Telemach is the
third dominant telecan operator (ahead of HT Mostar) in the segment of fixed broadband
connectivity.There are also a number gfmallerinternet service providers that are privately
owned.

High wireline(fixed telephony) penetration is a good foundation for developing {sigked
broadband connectivityDesk research shows that 2017 the country had 19.5% of fixed
telephony subscriptions, trailing only behind Serbia (39.1%), as far as the Western Balkan
region is concerned”. According to the World Bankhis existing infrastructure-if well
maintained could be used for provision of the fixed broadband Internet access services via

140 hitp://www.itu.int/netd/itu -d/idi/2017/index.html
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DSL technology. It is therefore unsurprisingly that xDSlLalseadythe dominant type of
access technology: 56.83% of the broadband subscribers in BiH rely whilg @ble
subscribers constitute the secofargest subscribegroup, or 33.41 % of the total number of
broadband Internet subscribes). Accordingto Communicatios Regulatory Agency (CRA)
the broadband internet penetration subscriber base in Bosnia and Herzegoedwhed
663,682individualsas of 2017thus translating to around 9% of broadband access in the
country (the number of connections in relation toettotal number of inhabitants)**

Thesame desk research shows tlgabwth trajectory ofwireless connections and afobile

broadband has beeslower thanin the Western Balkan regioAs ofmid-2 0 1 8 , the countr
wireless penetration stood at ~99%, against the regional averagé46fc“. The country’ .
mobile broadband population penetration (40%ggisteredasof 2016**, was closer to the

regional average of 55%, although it should be noted Bibk figures are based on the usage

of 3G (thirdgeneration wireless) services while figures of other countries also include the

usage of 4G@fourth-generation wireless) serviceShere has been notable delay with the

launch of 4G services in BiH, howetbke regulatory process to enable commercial 4G

connectivity is finally underway, pending the decision of CWAlldeveloped wireless

infrastructure is important to serve the rural and isolated areas of the country (65 percent of

the population is rural) @an alternative to the fixed broadband networks.

Participants generally agreed that Internet services are reliable. However, it was not clear
from the review whether the Ministries or the Government at the state level have their own
infrastructure or not

D 5.3 SOFTWARE QURL|

This factor examines the quality of software deployment and the functional requireme
public and private sectors. In addition, this factor reviews the existence and improvem
policies on and processes for softwaplates and maintenance based on risk assessm
and the criticality of services.

Stage:Start-up

Based on the reviewhere is no identified centrally managed catalogue of secure software
platforms and applicationat the state levein BiH.Policies for updating software products or

141 http://documents.worldbank.org/curated/en/910521467992511665/pdf/10168€EP151812SecM2015
0318IFCSecM20151593MIGASecM2015106Box393245BDUQ9.pdf

1421bid.

143 Communications Regulatory Agenbitps://docs.rak.ba//documents/d4a46a618f8-45b2-afcs
b1784f009fe8.pdf

144Bosnia and Herzegovina. Global Comms Database (August 2018). TeleGeography.

145The year for which there are comparable data for the Western Ballgiomdrom the national regulatory
agencies.
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monitoring the functionality of applications may exist but are not necessarily enforced or
formulated— eachorganisation has its own requirements defined at the corporate level.

For instance, with regards to #aware quality, the government relies on large software
companies such adicrosoft. Participants referred to the problem of updating and patching
the software regularlysince most of the endsersare reluctant to manage updates and
patches of softwee gpplications. Most of the participants agreed thidie mind-set of the
end-users should be changed aaither trainings should be provided in order to highlight the
reasons for the need to update the software regulaoly procure better software One
suggeted that this cultureand mind-set might change if there were audits. Currently, there
isno structured basic training available that would educate the users on these issues.

The MoD relies on only one manufactureand software producerbecausethe chang in
software might complicate anddamage the efficiency of communication channels.
Cybersecurityis measured by conductinghreat and vulnerability assessment{sf the
Mi n i gnformatiorssystens). There is alsthe option of paying for automatic software
updatesthat makes the user morally obligated to use the mostoqulate software.

At the entitylevel inthe Republicof Srpskat her e is a | ack of hygi ene
but also in governmental semt— patching and updating the software is not well developed.
This situation is similar at all levels of government in BiH.

D 5.4 TECHNICAL SROY CONTROLS

This factor reviews evidence regarding the deployment of technical security controls by
public and private sectors andhether the technical cybersecurity control set is based
established cybersecurity frameworks.

Stage:Start-up

The adoption of technical security controls in the country varies across the sectors within the
entities and organisations, but they are mostly ad hoc and not consistently deployed.

At the state level, there is no evidence of wider promotion of the ustedlfinical security
controls, nor incentives being offered to any sector for the use ebughate security controls.
There is no evidence that ISPs are offering upstream controls or antimalwanaeotis part
of their services and whether they have podis in placefor technical security control
deployment. There is no evidence of a defined standard or good practices fimr-dgie
security controls, including backup and patching, in any sector.

There is no publicly available statistical data on the arsd deployment of technical security
controls by users, private or public sectd@ne participant referred to the lack of ICT experts
and financial meanshat is asignificantproblem within the public institutionsAnother
challenge is that cloud sedty is becaning more and more important whildirewall is not
enough anymore.
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Participants suggested that the practice of patching operating systems and performing
backups are widespread across sectors, but noted that there are no defined standgrisior
practices to guide these activities.ifin the private sector there is a substantial level of
technical security controls in place (such as firewalls, cloud stpiagekups guardians,
access controls by smart cards (for authorized persons), vigweilance; every single entry

is recorded; standard equipment UPS, antistatic conyantsl prompted warnings for internal
users howeverit was not cleafrom the review if they araested regularlyThe Central Bank

of Bosnia and Herzegovin&BBH)offers general bespractice training at a basic level,
howeverthis is challenging sindbere are constantly new intéaces and new information;
therefore CBBH relies dhe users to also let the bank knowtlifere is an incident.

At the entity level, thanstitutions in Republic of Srpska do ri@ve firewall becausef the
reliance on third party security providers with regards to stord&geticipants questioned the
validity oftechnicalsecuritycontrols that were usedive years ago.

D 5.5 CRYPTERAPHIC CONTROLS

This factorreviews the deployment of cryptographic techniques in all sectors and use
protection of data at rest or in transit, and the extent to which these cryptographic cor
meet international standards and guidelines and are keptadigate.

Stage:Formative

At the state level, iyptographic control§Secure Sockets Lay@S); Virtual Private Network
(VPN) for protecting data at rest and in transit are recognised and deployed ad hoc by
multiple stakeholders and within various sectorSome participants mentioned that
encryption is used for internal processémit there are no certifiecemployees Within the
banking sector,PGPencryption is also usefbr certain email communicatiomnd RMS
protectiontools to protectdocuments for internal purposes.

Participants notedthat government does not pay sufficient attention to this area.
Organisations using-gigratures are not certified. Some participamteferred to adhering to
the Law on the Protection of Personal Deggarding data at rest

At the entity level, in the Republic of Srpskiae Department for Information Security within

the Agency for Information Society was in charge of updating the list of algorithms that was
made publicly availabl& he document titled * Accredited
a list of cryptographi algorihms accredited by thenformation Security Unit for the
institutions in the Republic of Srpskia accordance with Art. 83 of the Rulebook on Security
Information Standards!® The purpose of this document is to raise the level of information
secuity in the institutions of the Republic o6rpska by standardizing the application of

146 Agency for Information Society of the Republic of Srpgkacredited Cryptographic Algorithmgvailable at
https://oib.aidrs.org/sites/default/files/akreditovankripto-algoritmi.pdf(Accessed 203/2019
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cryptographic algorithms. To reduce the variety of algorithms used and avoid the use of
algorithms that are considered unsuitable and can lead to information securityriésice
anda list of permitted algorithmsThe algorithms are divided into the following groups:

e Symmetric algorithms

» Stream Crypto algorithms (subgroups of symmetric atigons)

* Asymmetric algorithms

» Algorithms for creating an electronic summary (haslatggprithms)
» Electronic Signature Algorithms

Thesdfive categorieof cryptographic controlthat wereintroducedby the law, however the
implementationis only voluntary although itmight become mandatory in 201Currently,
similar kinds of documents do not exist at other levels of government in BiH.

Within the MoD, NATO regulations with regards to classified data are very strict, there are
only two types of data, national and NATO classified information and arteipant noted
that no mistakes are allowed.

At the state level, all institutions that have access to classified data have to comply with certain
standards prescribed by the Sector for the Protection of Classified Information of the National
Security Athority (NSA BiH) attached to the Ministry of Security of BiH and all systems have
to be accredited:*’

D 5.6 CYBERSECURIRRKETPLACE

This factor addresses the availability and development of competitive cyberse
technologies and insurance products.

Stage:Start-up

Participants from the public and private sectors noted that BiH does not currently produce
cybersecurity technologies, but relies on international offerings.

No domestic market for cybercrime insurance products has yet beeela@sd in the BiH

There was no discussion amongst participants that a market for insurance has been identified
in BiH. Participants noted that their organisations had nothing to cover financial losses in the
event of a serious cybersecurity incident.

147 Sector for the Protection of Classified Information of the National Security Authority. Available at
http://msb.gov.ba/onama/default.aspx?id=1685&langTag=¢8(Accessed 14/12/2018)
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D 5.7RESPONSIBLE DISCIRESU

Stage:Start-up

This factor explores the establishment of a responsitdelosure framework for the recei
and dissemination of vulnerability information across sectors, @nthere is sufficient
capacity to continuously review and update this framework.

Currently, there is no policy in place for responsible information disclosure within the public
or the private sector.

When asked abouvayshow users can report bugs and vulnerabilities, participants noted
that currently there are no mandatory reporting requiremertas mechanisms for cyber
incidents. Ongarticipant suggested thahe newlaw thatwouldbe compliant with theGDPR
could provide more povisions to oblige people to repoirciderts.

There was no discussion or evidence of the informal sharing of newly discovered or known
vulnerabilities with a group who can further disseminate the information across sectors.

RECOMMENDATIONS

Following the information presented on the review of the mtiuof cybersecurity Standards,
Organisations, and Technologies, the following set of recommendations are proviéa to
These recommendations aim to provide advice and steps to be followed for the enhancement
of existing cybersecurity capacity, followi the considerations of the GCSCC Cybersecurity
Capacity Maturity Model.

ADHERENCE TO STAND&R

R5.1 At the state level, consider adopting a nationally agreed baseline of cybersecurity
related standards and good practices across the public and private sectors,
including ICT security standards in procurement and software development.
Consult with existing working groups and experts from all sectors, but in
particular the banking sectoras well as audit companies and professional
associations.

R5.2 Assign thelnstitute for Standardization of Bosnia and Herzegovina (BAS)
responsible for the implementation, auditing and measurement of the success of
standards across public and private sgst Apply metrics to monitor compliance
and establish periodic audits.

R5.3 Ensure that defined standards and guidance include: consideration of
cybersecurity risks in all procurements of goods and services; secure

80| Cybersecurity Capacity ReviBwesnia and Herzegovina 2019



configuration of networks, devices, systems and applications; digital identify
management, including authentication; and secure software development
practices (including websites) where applicable.

R5.4 Identify a minimum set of controls for all governntehdepartments based on
annual assessments and establish a cortrelsew to assess the effectiveness
of the current controls and practices.

R5.5 Establish fregent training for IT employees within all governmental
departments both at the state and entitevel.

R5.6 Establish a framework to assess the effectiveness of standards for procurement
and software development.

R5.7 Consider the implementation dfiternationalbest practices in consultation with
all relevant stakeholders and regulators.

R5.8 Establish mandatory requirements for the adheremgestandards by appointing
security officeraswvho will be held responsible for the implementation of these
standards.

INTERNET INFRASTRURHE RESILIENCE

R5.9 At the state levelassignan institution (e.g.Communications Regulatory Ageicy
responsible for enhancing coordination and collaboration regarding the
resilience of Internet infrastructure across thmublic and private sectors.
Developing Internet infrastructure policy and assegsthe deployment of
technology and processes.

R5.10 Consider assigning the Communications Regulatory Agendentify and map
points of critical failure across the Internet infrastructure.

R5.11 Encourage ISPs to establish and publish servicedgwe¢ments for services and
report on service outage® the responsible agency

R5.12 Define metrics for continuously measuring service reliability, collect data and
publish reports to show trends.

R5.13 Identify, describe and revise assets, processekes, responsibilities and skills
required for formally managing National infrastructure.
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R5.14

R5.15

R5.16

R5.17

R5.18

R5.19

R5.20

R5.21

R5.22

R5.23

Conduct regular assessments of the assets, processes, roles, responsibilities and
skills required for managing Internet infrastructure to ensure that pcast

follow international standards, guidelines, good practices and address identified
risks.

Raise awareness with end users to enable them to identify services that have
successfully implemented defined standards and good practices.

SOFTWARE QUAY

Establish or assign an institution responsible for developing software quality
policy and assessing practices across seetoifse state level.

In collaboration with public, critical infrastructure and privatector partners,
developand revise a catalogue of applications and platforms that have been
evaluated for software quality, functional requirements and security risks across
sectors.

Gather and assess evidence of software quality deficiencies regarding their
impact on usalhity and performance.

Address gaps in identified applications and platforms that have not been
evaluated for software quality, functional requirements and security risks.

Revise policies for assessing software for deficiencies to include guidance on
measuring, evaluating and reporting the impact on usability and performance.

Develop and revise policies and processes for regular updating and patching
operating systera and applications for all government agencies to use.

Promote across all sectors the policies and practices regarding: use of the
catalogue of evaluated platforms and applications; updating and patching; and
assessing software for deficiencies.

TECHNICAL SECURITY TRODLS

Adopt standards and good practices for selecting, configuring and deploying
technical controls based on risk assessments for private and public sectors and
end users.
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R5.2

R5.5

R5.5

R5.27

R5.38

R529

R530

R5.3

R5.2

R5.3

R5.34

Encourage ISPs and banks to offer-amaiware and antvirus services for clients
and ensure that theieffectiveness is monitored and assessed.

Establish metrics for measuring the effectiveness of technical controls across the
public domain.

Develop processes for reasoning about the adoption of more technical controls
based on risk assessment methodologies suitable for the public domain.

Ensure that Network Introduction Detection Systems (NIDS) and Host Intrusion
Detection Systems (HIDS) are deployed in across the public sector.

Considerraising awareness of security controls by promoting cybersecurity best
practices for users, suas strong passwords, secure bagls, and use of anti
malware on their devices.

Designate an authority to be responsible for the strategic decisions on technical
controls that will supervise entb-end all networks and will promote the
adoption of aunified framework for security controls.

Keep technical security controls -date within the public and private sector,
monitor their effectiveness and review on a regular basis.

CRYPTOGRAPHIC CONIRO

Encourage the development and dissemination of cryptographic controls across
all sectors and users for protection of data at rest and in transit, according to
international standards and guidelines.

Raise public awareness of secure communicationviees, such as
encrypted/signed emails.

Consider requiring all cloud services that share data to automatically encrypt
data before it is uploaded. This will help the process of buying certain cloud
services easier for companies.

Use SSiangort Layer SecurityT(L$ connections to secure communications
between government bodies and data centres.
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R535

R5.36

R537

R5.38

R539

R5.40

R5.41

R5.42

R5.43

R5.44

At the state levelestablish or assign an institution to design a policy, aiming to
assess the deployment of cryptographic controls, accortintiheir objectives
and priorities within the public and private sector.

Consider incentives to promote the adoption of cryptographic controls across
sectors.

CYBERSECURITY MARKETE

Foster collaboration with the private sector and academia regarding research and
development of cybersecurity technological products.

Encourage and support local initiatives in partnership with businesses that aim
at developing innovativeybersecurity technology, applications, services and
solutions.

Promote sharing of information and best practices among organisations to
explore potential cybercrime insurance coverage.

RESPONSIBLE DISCIRESU

At the state level, establish or assign an institution responsible for developing
responsible disclosure policy and assessing the processes in place.

In consultation with key sector stakeholders, develop and implement a
responsible disclosure paji@and processes for reporting bugs and vulnerabilities
across sectors.

In consultation with key sector stakeholders, develop and implement a policy and
processes for sharing bug and vulnerability reports across sectors.

Promote the adoptiorof the bug and vulnerability policies and processes across
all sectors.

Measure and evaluate the use of the bug and vulnerability policies and processes.
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ADDITIONAL REFLEQN3O

Even though thaluration of this review was shortdyy half a daythe representation and
composition of stakeholder groups was, overall, balanced and broad.

This was th@8" country reviewthat we have supported directly
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The review was conducted in cooperation with the World Bank anddtkgemination of this
report was carried out in cooperation witGlobal Cybersecurity Center for Development
(GCCD) under Korea Internet Security Agency (KISA) of Republic of Kofeantimg came
from Korea's Ministry of Strategy and Finance (MoSF) through the Kozl Bank
GroupPartnership Facility (KWPF), which is administered by the World Bank.

KWPFE )Q Korea Internet &

oD A KISA ™\ Security Agency

@) THEWoRLDBANK (- GCC

Global Cybersecurity Center for Development

Global OXFORD
Cyber Security | MARTIN

Capacity Centre SCHQC.’L. OXFORD

Global Cyber Security Capacity Centre
Oxford Martin SchoolJniversity of Oxford
Old Indian Institute, 34 Broad Street, Oxford OX1 3BD,

United Kingdom

Tel: +44 (0)1865 287430Fax: +44 (0) 1865 287435

Email:cybercapacity@oxfordmartin.ox.ac.uk

Web: www.oxfordmartin.ox.ac.uk

Cybersecurity Capacity Portalvw.sbs.ox.ac.uk/cybersecuritsapacity
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